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QUESTION 1
You have a hybrid deployment of Azure Active Directory (Azure AD).

You need to recommend a solution to ensure that the Azure AD tenant can be managed only from the computers on
your on-premises network.

What should you include in the recommendation?
A. Azure AD roles and administrators

B. a conditional access policy

C. Azure AD Application Proxy

D. Azure AD Privileged Identity Management

Correct Answer: B

QUESTION 2
HOTSPOT
Your organization has developed and deployed several Azure App Service Web and API applications. The applications

use Azure Key Vault to store several authentication, storage account, and data encryption keys. Several departments
have the following requests to support the applications:

Department Request

Security * Review membership of admmistrative roles and require to provide a
justification for continued migmbership

» Get alerts about changes in administrator assignments.

« See a history of administrator activation, including which changes
administrators made to Azure resources.

Development « Enable the applications to access Azure Key Vault and retrieve keys
for use inLcode.
Quality Assurance « Receivetemporary administrator access to create and configure

additional \Web and API applications in the test environment.

You need to recommend the appropriate Azure service for each department request.
What should you recommend? To answer, configure the appropriate options in the dialog box in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Department Azure Service

Security - v

Azure AD Privileged IdentityManagement
Azure AD Managed Sen (;e ntity
Azure AD Connect n(;a

Azure AD Ident!w&ptecf lon

Qts L2 |
Development <\%> v

Azuggﬁ{ﬁf Pﬂwleged Identity Management

Azure AD Managed Service Identity

re’/AD Connect
_» {Agure AD Identity Protection
O =
Quality @a@e v
O Azure AD Privileged ldentity Management

Azure AD Managed Service Identity
Azure AD Connect

Azure AD Identity Protection

Correct Answer:
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Department Azure Service

Security

Azure AD Privileged Ildentity'Manz
Azure AD Managed Semce Idenhty
Azure AD Connect ({9

Azure AD Identity,.Ergte“'cti on

Development Q\\) > v

-8 _ anage{j Service |E|Efltlt)"

D Connect

SR

t&;ure AD Identity Protection

Quality pasurance v

Azure AD Privileged Identity Management

Azure AD Managed Service Identity
Azure AD Connect

Azure AD Identity Protection

QUESTION 3

You manage a single-domain, on-premises Active Directory forest named contoso.com. The forest functional level is
Windows Server 2016.

You have several on-premises applications that depend on Active Directory.

You plan to migrate the applications to Azure.

You need to recommend an identity solution for the applications. The solution must meet the following requirements:

1.

Eliminate the need for hybrid network connectivity.

2.

Minimize management overhead for Active Directory. What should you recommend?
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A. In Azure, deploy an additional child domain to the contoso.com forest.

B. In Azure, deploy additional domain controllers for the contoso.com domain.
C. Implement a new Active Directory forest in Azure.

D. Implement Azure Active Directory Domain Services (Azure AD DS).

Correct Answer: B

QUESTION 4

Note: This question is a part of series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You have an Azure subscription named Projectl. Only a group named Projectladmins is assigned roles in the Projectl
subscription. The Projectl subscription contains all the resources for an application named Applicationl.

Your company is developing a new application named Application2. The members of the Application2 development
team belong to an Azure Active Directory (Azure AD) group named App2Dev.

You identify the following requirements for Application2:

1.

The members of App2Dev must be prevented from changing the role assignments in Azure.

2.

The members of App2Dev must be able to create new Azure resources required by Application2.

3.

All the required role assignments for Application2 will be performed by the members of Projectladmins.
You need to recommend a solution for the role assignments of Application2.

Solution: Create a new Azure subscription named Project2. Assign Projectladmins the User Access Administrator role
for the Project2 subscription. Assign App2Dev the Owner role for the Project2 subscription.

Does this meet the goal?
A.Yes

B. No

Correct Answer: B

Instead, assign Projectladmins the Owner role for the Project2 subscription. Assign App2Dev the Contributor role for
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the Project2 subscription.

QUESTION 5

Note: This question is a part of series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You need to deploy resources to host a stateless web app in an Azure subscription. The solution must meet the
following requirements:

1.

Provide access to the full .NET framework.

2.

Provide redundancy if an Azure region fails.

3.

Grant administrators access to the operating system to install custom application dependencies.
Solution: You deploy a virtual machine scale set that uses autoscaling.
Does this meet the goal?

A. Yes

B. No

Correct Answer: B

Instead, you should deploy an Azure virtual machine to two Azure regions, and you create a Traffic Manager profile.
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