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QUESTION 1

HOTSPOT 

You have an Azure IoT Edge automatic deployment named D1 that deploys a temperature module to five IoT Edge
devices. 

D1 has a deployment priority of 10 and the following module configuration. 

You need to create a new layered deployment that will add a new twin property named ReportingMode. The new
deployment must not overwrite the existing module configurations set by D1. 

How should you configure the deployment? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: 1 

A priority defines whether a deployment should be applied to a targeted device relative to other deployments. A
deployment priority is a positive integer, with larger numbers denoting higher priority. If an IoT Edge device is targeted
by more 

than one deployment, the deployment with the highest priority applies. Deployments with lower priorities are not applied,
nor are they merged. If a device is targeted with two or more deployments with equal priority, the most recently created 

deployment (determined by the creation timestamp) applies. 

Box 2: "properties.tags": { 

You create a deployment manifest and then define which devices it applies to based on tags in the device twin. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-edge/module-deployment-monitoring 

 

QUESTION 2

HOTSPOT 
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You create an Azure Stream Analytics job that has the following query. 

The job is configured to have an Azure IoT Hub input and an output to an Azure function. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a Standard tier Azure IoT hub and a fleet of IoT devices. 

The devices connect to the IoT hub by using either Message Queuing Telemetry Transport (MQTT) or Advanced
Message Queuing Protocol (AMQP). 

You need to send data to the IoT devices and each device must respond. Each device will require three minutes to
process the data and respond. 

Solution: You update the twin desired property and check the corresponding reported property. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

IoT Hub provides three options for device apps to expose functionality to a back-end app: 

Twin\\'s desired properties for long-running commands intended to put the device into a certain desired state. For
example, set the telemetry send interval to 30 minutes. 
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Direct methods for communications that require immediate confirmation of the result. Direct methods are often used for
interactive control of devices such as turning on a fan. 

Cloud-to-device messages for one-way notifications to the device app. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-c2d-guidance 

 

QUESTION 4

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have 20 IoT devices deployed across two floors of a building. The devices on the first floor must be set to 60
degrees. The devices on the second floor must be set to 80 degrees. 

The device twins are configured to use a tag that identifies the floor on which the twins are located. 

You create the following automatic configuration for the devices on the first floor. 

You create the following automatic configuration for the devices on the second floor. 
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The IoT devices on the first floor report that the temperature is set to 80 degrees. 

You need to ensure that the first-floor devices are set to the correct temperature. 

Solution: In the automatic configuration for the second-floor devices, you set targetCondition to "tags.floor=\\'second\\'". 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/iot-edge/module-deployment-monitoring?view=iotedge-2020-11
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-automatic-device-management-cli 

 

QUESTION 5

DRAG DROP 

Your company is creating a new camera security system that will use Azure IoT Hub. 

You plan to use an Azure IoT Edge device that will run Ubuntu Server 18.04. 

You need to configure the IoT Edge device. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 
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Step 1: Run the following commands 

Install the container runtime. 

Azure IoT Edge relies on an OCI-compatible container runtime. For production scenarios, we recommended that you
use the Moby-based engine provided below. The Moby engine is the only container engine officially supported with
Azure 

IoT Edge. Docker CE/EE container images are compatible with the Moby runtime. 

Install the Moby engine. 

sudo apt-get install moby-engine 

Install the Moby command-line interface (CLI). The CLI is useful for development but optional for production
deployments. 

sudo apt-get install moby-cli 

Install the security daemon. The package is installed at /etc/iotedge/. 

sudo apt-get install iotedge 

Step 2: From Iot Hub,create an IoT Edge device registry entry. 

Note: In your IoT Hub in the Azure portal, IoT Edge devices are created and managed separately from IOT devices that
are not edge enabled. 
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Sign in to the Azure portal and navigate to your IoT hub. 

In the left pane, select IoT Edge from the menu. 

Select Add an IoT Edge device. 

Provide a descriptive device ID. Use the default settings to auto-generate authentication keys and connect the new
device to your hub. 

Select Save. 

Retrieve the connection string in the Azure portal 

1.

 When you\\'re ready to set up your device, you need the connection string that links your physical device with its
identity in the IoT hub. 

2.

 From the IoT Edge page in the portal, click on the device ID from the list of IoT Edge devices. 

3.

 Copy the value of either Primary Connection String or Secondary Connection String. 

Step 3: Add the connection string to.. 

To manually provision a device, you need to provide it with a device connection string that you can create by registering
a new device in your IoT hub. 

Open the configuration file. 

sudo nano /etc/iotedge/config.yaml 

Find the provisioning configurations of the file and uncomment the Manual provisioning configuration section. Update
the value of device_connection_string with the connection string from your IoT Edge device. 

Save and close the file. 

After entering the provisioning information in the configuration file, restart the daemon: 

sudo systemctl restart iotedge 

Reference: https://docs.microsoft.com/en-us/azure/iot-edge/how-to-install-iot-edge-linux 
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