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QUESTION 1

DRAG DROP

You are deploying an Azure Kubernetes Services (AKS) cluster that will use multiple containers

You need to create the cluster and verify that the services for the containers are configured correctly and available.

Which four commands should you use to develop the solution? To answer, move the appropriate command segments
from the list of command segments to the answer area and arrange them in the correct order.

Select and Place:

Correct Answer:

QUESTION 2

HOTSPOT
You need to retrieve all order line items sorted alphabetically by the city.
How should you complete the code? To answer, select the appropriate options in the answer area;

NOTE: Each correct selection is worth one point.
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Correct Answer:

QUESTION 3

HOTSPOT

You are developing an Azure Web App. You configure TLS mutual authentication for the web app.

You need to validate the client certificate in the web app. To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area
Property Value
@@
@)
Client certificate location &@° v
HTTRYequest header
cookie
4 P message body
@@Q RL query string
Encoding type Q@ v
HTML
URL
Unicode
Base64

Correct Answer:
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Answer Area

Property 'u‘aluz@
r"_}@l
)

Client certificate location &@° v

HTTR%equest header
[ cookie
@+t TP message body
@ TURL query string
Encoding type o o° v
: > HTML
q{} UR_L
Unicode
Basebt4

Accessing the client certificate from App Service.

If you are using ASP.NET and configure your app to use client certificate authentication, the certificate will be available
through the HttpRequest.ClientCertificate property. For other application stacks, the client cert will be available in your
app

through a base64 encoded value in the "X-ARR-ClientCert" request header. Your application can create a certificate
from this value and then use it for authentication and authorization purposes in your application.

References:

https://docs.microsoft.com/en-us/azure/app-service/app-service-web-configure-tls-mutual-auth

QUESTION 4

HOTSPOT

You need to configure retries in the LoadUserDetails function in the Database class without impacting user experience.
What code should you insert on line DB0O7?

To answer, select the appropriate options in the answer area;

NOTE: Each correct selection is worth one point.
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Hot Area:
var policy= |'¥
Policy
RetryPolicy @©@
RetryOptions @0
ReconnectRetryPolicy ugi@
‘Handle<Exception=() QP‘
P\ ] 2 v

Retry(3). b2
CircuitBreaker(3, Tlmeﬁoml‘mllisecondsm 00));
WaitAndRetryAsync (352> TimeSpan.FromMilliseconds(100));

WaitAndRetryAsync(3.1 => TimeSpan.FromMilliseconds(100" Math.Pow(2,1-1))),

Correct Answer:

var policy= |V
Policy
RetryPolicy @g@@
RetryOptions {g@o
ReconnectRetryPolicy L,;\@
‘Handle<Exception=() §
oa® ~

o
&

Retry(3): 3
CircuitBreaker(3, Tlmeﬂsﬁfrommmisecondsﬁ 00));
WaitAndRetryAsync (250> TimeSpan.FromMilliseconds(100));

WaitAndRetryAsync(3.i => TimeSpan.FromMilliseconds(100” Math.Pow(2,i-1))),

Box 1: Policy
RetryPolicy retry = Policy
.Handle()

.Retry(3);

The above example will create a retry policy which will retry up to three times if an action fails with an exception handled
by the Policy.

Box 2: WaitAndRetryAsync(3,i => TimeSpan.FromMilliseconds(100* Math.Pow(2,i-1)));
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A common retry strategy is exponential backoff: this allows for retries to be made initially quickly, but then at
progressively longer intervals, to avoid hitting a

subsystem with repeated frequent calls if the subsystem may be struggling.
Example:

Policy

.Handle()

.WaitAndRetry(3, retryAttempt =>

TimeSpan.FromSeconds(Math.Pow(2, retryAttempt))

);

References:

https://github.com/App-vNext/Polly/wiki/Retry

QUESTION 5

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution. Determine whether the solution meets the stated goals.

You need to meet the LabelMaker application security requirement.

Solution: Place the Azure Active Directory account into an Azure AD group. Create a ClusterRoleBinding and assign it
to the group.

Does the solution meet the goal?
A. Yes

B. No

Correct Answer: A

Scenario: The LabelMaker applications must be secured by using an AAD account that has full access to all
namespaces of the Azure Kubernetes Service (AKS) cluster.

Permissions can be granted within a namespace with a RoleBinding, or cluster-wide with a ClusterRoleBinding.
References:

https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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