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QUESTION 1

A company uses Azure SQL Database to store data for an app. The data includes sensitive information.

You need to implement measures that allow only members of the managers group to see sensitive information.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Include the managers group.

B. Exclude the managers group.

C. Exclude the administrators group.

D. Navigate to the following URL:

PUT https://management.azure. com!subscripti_gns J00000000-1111-2222-3333-444444444444
/res ourceGroupa.”rgDl:’provideranicroaoftﬁsg_{l;’ servers/server0l/databases/custoners
Ktransparent]]ataEncryptiorjcurrent?api—*‘%ersion% 014-04-01

E. Run the following Azure PowerShell command:

New-AzureRmSqllatabaseDataMaskingRule -SghemaName “dbo” -TableName “customers” °
-ColumnName “ssn” -MaskingFunction “Default”

Correct Answer: BE

Dynamic data masking helps prevent unauthorized access to sensitive data by enabling customers to designate how
much of the sensitive data to reveal with minimal impact on the application layer.

SQL users excluded from masking - A set of SQL users or AAD identities that get unmasked data in the SQL query
results.

Note: The New-AzureRmSglDatabaseDataMaskingRule cmdlet creates a data masking rule for an Azure SQL
database.

References:

https://docs.microsoft.com/en-us/powershell/module/azurerm.sql/new-
azurermsqldatabasedatamaskingrule?view=azurermps-6.13.0

QUESTION 2
You need to implement the e-commerce checkout API.
Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.
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A. In the Azure Function App, enable Manger Service Identity (MSI).

B. Set the function template\\'s Mode property to Webhook and the Webhook type property to Generic JSON
C. Set the function template\\'s Mode property to Webhook and the Webhook type property to GitHub.

D. Create an Azure Function using the HTTP POST function template.

E. In the Azure Function App, enable Cross-Origin Resource Sharing (CORS) with all origins permitted.

F. Create an Azure Function using the Generic webhook function template.

Correct Answer: CDF

QUESTION 3

You develop a solution that uses an Azure SQL Database to store user information for a mobile app.
The app stores sensitive information about users.

You need to hide sensitive information from developers that query the data for the mobile app.

Which three items must you identify when configuring dynamic data masking? Each correct answer presents a part of
the solution.

NOTE: Each correct selection is worth one point.

A. Column

B. Table

C. Trigger

D. Index

E. Schema

Correct Answer: ABE

In the Dynamic Data Masking configuration page, you may see some database columns that the recommendations
engine has flagged for masking. In order to accept the recommendations, just click Add Mask for one or more columns

and a

mask is created based on the default type for this column. You can change the masking function by clicking on the
masking rule and editing the masking field format to a different format of your choice.
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| Dynamic Data Masking

L demo_database

=

Add Mask

:.3 Downlevel clients require the use of Security Enabled Connection Strings. 2

Masking Rules

P
0 j
MASK MAME MASK FUNCTION B {"j_:h
(%
. \\l._‘ b
You haven't created any masking rules. '/\‘\)\}

COLUMM

SalesLT - Customer FirstMame ADD MASK

SalesLT Customer LastMame ADD MASK

SalesLT Customer Emailtddress ADD MASK

SalesLT Customer Phane ADD MASK

SalesLT Customerdddress &ddressID ADD MASK

References: https://docs.microsoft.com/en-us/azure/sql-database/sql-database-dynamic-data-masking-get-started-
portal

QUESTION 4
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You need to provision and deploy the order workflow.

Which three components should you include? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point

A. Workflow definition

B. Connections

C. Resources

D. Functions

E. On-premises Data Gateway

Correct Answer: CDE

QUESTION 5

You need to resolve the delivery API error. What should you do?

A. Implement simple retry by using the EnableRetryOnFailure feature of Entity Framework.

B. Implement exponential backoff by using the EnableRetryOnFailure feature of Entity Framework.

C. Implement the Circuit Breaker pattern by using the EnableRetryOnFailure feature of Entity Framework.
D. Invoke accustom execution strategy in Entity Framework.

Correct Answer: A

Scenario: The Delivery API intermittently throws the following exception:

“System.Data.Entity.Core.EntityCommandExecutionException: An error occurred while executing the
command definition. See the inner exception for gg?;.ils. --->System.Data.Sglclient.SglException:
A transport-level error has occurred when recq§ﬁanq results from the server. (provider: Session

Provider, error: 1% - Physical connection is ot usable)”

A useful method to get rid of this error is to use RETRY LOGIC of Entity Framework 1.1.0

services.AddDbContext(options => options.UseSqlServer(\\'yourconnectionstring\\, ...sqlServerOptionsAction:
sqlOptions =>

o

......... maxRetryDelay: TimeSpan.FromSeconds(30), .........errorNumbersToAdd: new List() { 19 }); ...}));
In Retry logic, error 19 is not included. So you have to pass the error code 19 to set retry logic for error code 19.

References:
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https://stackoverflow.com/questions/47558062/error-19-physical-connection- error/47559967
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