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QUESTION 1

HOTSPOT 

You plan to use Azure Network Watcher to perform the following tasks: 

1. 

Task1: Identify a security rule that prevents a network packet from reaching an Azure virtual machine. 

2. 

Task2: Validate outbound connectivity from an Azure virtual machine to an external host. 

Which feature should you use for each task? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview 

 

QUESTION 2

You have an Azure Linux virtual machine that is protected by Azure Backup. 

One week ago, two files were deleted from the virtual machine. 

You need to restore the deleted files to an on-premises computer as quickly as possible. 

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 

To restore files or folders from the recovery point, go to the virtual machine and choose the desired recovery point. 

Step 0. In the virtual machine\\'s menu, click Backup to open the Backup dashboard. 

Step 1. In the Backup dashboard menu, click File Recovery. 

Step 2. From the Select recovery point drop-down menu, select the recovery point that holds the files you want. By
default, the latest recovery point is already selected. 

Step 3: To download the software used to copy files from the recovery point, click Download Executable (for Windows
Azure VM) or Download Script (for Linux Azure VM, a python script is generated). 

Step 4: Copy the files by using AzCopy 

AzCopy is a command-line utility designed for copying data to/from Microsoft Azure Blob, File, and Table storage, using
simple commands designed for optimal performance. You can copy data between a file system and a storage account,
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or 

between storage accounts. 

References: 

https://docs.microsoft.com/en-us/azure/backup/backup-azure-restore-files-from-vm 

https://docs.microsoft.com/en-us/azure/storage/common/storage-use-azcopy 

 

QUESTION 3

You have an Azure subscription that contains the storage accounts shown in the following table. 

You need to identify which storage account can be converted to zone-redundant storage (ZRS) replication by requesting
a live migration from Azure support. What should you identify? 

A. Storage1 

B. Storage2 

C. Storage3 

D. Storage4 

Correct Answer: B 

ZRS currently supports standard general-purpose v2, FileStorage and BlockBlobStorage storage account types. 

Incorrect Answers: 

A, not C: Live migration is supported only for storage accounts that use LRS replication. If your account uses GRS or
RA-GRS, then you need to first change your account\\'s replication type to LRS before proceeding. This intermediary
step 

removes the secondary endpoint provided by GRS/RA-GRS. 

Also, only standard storage account types support live migration. Premium storage accounts must be migrated
manually. 
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D: ZRS currently supports standard general-purpose v2, FileStorage and BlockBlobStorage storage account types. 

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy-zrs 

 

QUESTION 4

You create an Azure subscription that is associated to a basic Azure Active Directory (Azure AD) tenant. You need to
receive an email notification when any user activates an administrative role. 

What should you do? 

A. Purchase Azure AD Premium 92 and configure Azure AD Privileged Identity Management, 

B. Purchase Enterprise Mobility + Security E3 and configure conditional access policies. 

C. Purchase Enterprise Mobility + Security E5 and create a custom alert rule in Azure Security Center. 

D. Purchase Azure AD Premium PI and enable Azure AD Identity Protection. 

Correct Answer: A 

When key events occur in Azure AD Privileged Identity Management (PIM), email notifications are sent. For example,
PIM sends emails for the following events: 

When a privileged role activation is pending approval 

When a privileged role activation request is completed 

When a privileged role is activated 

When a privileged role is assigned 

When Azure AD PIM is enabled 

References: 

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim- email-notifications 

 

QUESTION 5

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar. 
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When you are finished performing all the tasks, click the `Next\\' button. Note that you cannot return to the lab once you
click the `Next\\' button. Scoring occur in the background while you complete the rest of the exam. 

Overview 

The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste,
ability 

to navigate to external websites) will not be possible by design. Scoring is based on the outcome of performing the tasks
stated in the lab. In other words, it doesn\\'t matter how you accomplish the task, if you successfully perform it, you will 

earn credit for that task. 

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are 

able to complete the lab(s) and all other sections of the exam in the time provided. 

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be 

able to return to the lab. 

To start the lab 

You may start the lab by clicking the Next button. 

You plan to migrate a large amount of corporate data to Azure Storage and to back up files stored on old hardware to
Azure Storage. 

You need to create a storage account named corpdata7523690n1 in the corpdatalog7523690 resource group. The
solution must meet the following requirements: 

Corpdata7523690n1 must be able to host the virtual disk files for Azure virtual machines. 

The cost of accessing the files must be minimized. 

Replication costs must be minimized. 

What should you do from the Azure portal? 

A. Answer: See solution below. 

Correct Answer: A 

Step 1: In the Azure portal, click All services. In the list of resources, type Storage Accounts. As you begin typing, the list
filters based on your input. Select Storage Accounts. 

Step 2: On the Storage Accounts window that appears, choose Add. 

Step 3: Select the subscription in which to create the storage account. Step 4: Under the Resource group field, select
corpdatalog7523690. 
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Step 5: Enter a name for your storage account: corpdata7523690n1 Step 6: For Account kind select: General-purpose
v2 accounts (recommended for most scenarios) General-purpose v2 accounts is recommended for most scenarios. .
General-purpose v2 accounts deliver the lowest per-gigabyte capacity prices for Azure Storage, as well as industry-
competitive transaction prices. Step 7: For replication select: Read-access geo-redundant storage (RA-GRS) Read-
access geo-redundant storage (RA-GRS) maximizes availability for your storage account. RA- GRS provides read-only
access to the data in the secondary location, in addition to geo-replication across two regions. 

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-quickstart-create-account
https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview 
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