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QUESTION 1

HOTSPOT

You have an Azure subscription. You need to implement a custom policy that meet the following requirements:
Ensures that each new resource group in the subscription has a tag named organization set to a value of Contoso.
Ensures that resource groups can be created from the Azure portal

Ensures that compliance reports in the Azure portal are accruable

How should you complete the policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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{
"policyRule": {
T {

"alOf:{

{
"ﬂﬂldﬂ:"t}’pﬁu,,
"gquals":

b 4

"Microsoft.Resources/deployments”
"Microsoft Resources/subscriptions” _
"Microsoft.Resources/subscriptionsfrespurceGroups"

).
{

"po™ {

2 IIAPPEndﬂ
"dﬂfﬂlls [ “DEI}'“
¢ "DeployifNotExists",

"field":"tags|'orgenization'|",
"value": "Contoso"

}

e

Correct Answer:
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{
"policyRule": {
-4

"alOf:{

{
"fﬁld": "typ:".,
"gquals":

"Microsoft.Resources/deployments”

=or e

"Microsoft.Resources/subscriptions"

"Microsoft.Resources/subscriptiopg/resmuiceGroups”
ek
L5

"na™; {
"field":"tags['organiza
"equals":"Cor tﬂ‘i}"’

Y @%

}
)
1

L] :{ "
E‘EE.E": "ﬁp]'.lEﬂd",
"details": [ | "Deny".
¢ "DeplovifNotExists",

"field":"tags|'orgenization'|",
"value": "Contoso"

}

e

References: https://docs.microsoft.com/en-us/azure/governance/policy/concepts/definition-structure

QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
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a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You have an Azure subscription named Subscriptionl1. Subscriptionl contains a resource group named RG1. RG1
contains resources that were deployed by using templates.

You need to view the date and time when the resources were created in RG1.

Solution: From the Subscriptions blade, you select the subscription, and then click Programmatic deployment.
Does this meet the goal?

A. Yes

B. No

Correct Answer: B

QUESTION 3
SIMULATION

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar.
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When you are finished performing all the tasks, click the \\'Next\\' button.

Note that you cannot return to the lab once you click the \W'Next\\' button. Scoring occur in the background while you
complete the rest of the exam.

Overview

The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste,
ability to navigate to external websites) will not be possible by design. Scoring is based on the outcome of performing
the tasks stated in the lab. In other words, it doesn\\'t matter how you accomplish the task, if you successfully perform it,
you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

To start the lab
You may start the lab by clicking the Next button.

You need to allow RDP connections over TCP port 3389 to VM1 from the internet. The solution must prevent
connections from the Internet over all other TCP ports.

What should you do from the Azure portal?
Correct Answer:

Step 1: Create a new network security group Step 2: Select your new network security group.
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+— myNetworkSecurityGroup - Inbound security rules

W Network security group

+ Add = & Default rules

: _ —
L2 Search (Ctri+/) Search inbound %’g@mmg
I'/-,f"‘\' \?\} =
PRIORITY fl.,::;:{ﬁmE
O i -
@ Overview .
ﬁ| Mo r{% Sy
Activity log & QN
J |X;:'?:\“|\;\-/>
S
s Access control (IAM) F {Q\_}_ﬁ’

‘ Tags 5

o |
7% Diagnose and snlv&/gkﬁ
A

SETTINGS ‘M

4 "'

E Outbound security rules

H Metwork interfaces
Step 3: Select Inbound security rules, . Under Add inbound security rule, enter the following

Destination: Select Network security group, and then select the security group you created previously. Destination port
ranges: 3389 Protocol: Select TCP
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yound security rules

2
B Defaut rules &~
A
AD°
/}\\\\\ -
) Ovendaw PRIORITY NAME BRRh PROTOCOL SOURCE DESTINATION  ACTION
E A 65 Arvy VietualNet VirtualMNet & Allow
Py
s Access control (LAM) 65001 Allow Azure) N anc...  Any Ay Azureload Any S Allow
—
& Toos 65500 Dm\(@g}i&&am: Any Any Any Any © Deny
)
s e ixe
X € oe and e proble M

QUESTION 4

HOTSPOT

You have an Azure subscription named Subscriptionl. Subscriptionl contains a virtual machine named VML1.
You install and configure a web server and a DNS server on VM1.

VM1 has the effective network security rules shown in the following exhibit.
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E Network Interface: vm 1200 Effective security rules Topology @
Yirtual network/subnet YMIRG-vnet/default Public IP; 104.40.215.211  Private IP: 10005  Accelerated
networking: Disabled

INBOUND PORT RULES @

[ Metwork security group Y1 -nsg (attached to netwark interface: vim1900)
Irmpacts 0 subnets, 1 netwark interfaces

Add inbound port rule

PRIORITY NAME PORT PROTOCOL SOURCE ACTION

00 L Rule2 a0-50 Ay Ay Q Cerny
1000 A4 default-allow-rdp 3389 TCP Ay %\%Any W Allow
1010 Fulet 80-800 (A% Ay e Allow

62000 Allows/netinBound Ay Ay % uaINEt YWirtlalmMet... W Allow
GE001 AllowszureLoadBalan... Any (&@ Lb Arureload... Ay W Allow
L
> &
65500 DenyallinBound Ay @ ATy Ay @ Deny
V/ﬂ

OUTBOUND PORT RULES © /,

g attached to network interface: vm1200) Add outbound port
ork interfaces

[ netwark security grou
Impacts 0 subnet

PRIORITY {NA}‘(IE PORT PROTOCOL SOURCE DESTINATION ACTION
s

1000 Fule3 80 Ay Ay Ay Q Ceny

65000 Allows/netJutBound Ay Ay Wirtualket. . WirtualMet. . W Allow

62001 AllowlinternetOutBou. .. Any Ay Ay Internet W Allow

RE500 DenyAlOutBaund Ay Ay Ay Ay Q Dery

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Internet users [answer choice].

If you delete Rule2, Interent users [answer ¢
o

Correct Answer:

Answer Area

Internet users [answer choice].

If you delete Rule2, Interent users [answer c
o

Explanation:

Box 1:
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can coct to only the DNS server on VM1
'y tect to only the web server an VM1

connect to the web server and the DNS server on VM1
cannot connect o the web server and the DNS server cn VM1

1.

v

can connect to only the DNS server on VM1

can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannot connect to the web sepvel and the DNS server on VM1

can coect to only the DNS server on V1
c nect to only the web sarver an VM1

connect to the web server and the DNS server on VML
cannot connect o the web server and the DNS server cn VM1

v

can connect to only the DN5S server on VM1

can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannot connect to the web server and the DNS server on VM1

Rule2 blocks ports 50-60, which includes port 53, the DNS port. Internet users can reach to the Web server, since it

uses port 80.

Box 2:

If Rule2 is removed internet users can reach the DNS server as well.

Note: Rules are processed in priority order, with lower numbers processed before higher numbers, because lower
numbers have higher priority. Once traffic matches a rule, processing stops. As a result, any rules that exist with lower

priorities

(higher numbers) that have the same attributes as rules with higher priorities are not processed.

References: https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

QUESTION 5

HOTSPOT
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You have an Azure subscription named Subscriptionl.

Subscriptionl contains the virtual machines in the following table.

Name IP address
VM1 108414
H #0.2.4
vM3  “]10.0.3.4

Subscriptionl contains a virtual network named VNetl that has the subnets in the following table.

Connected virtual
Neme Address hi
Subnetl 10.0.1.0/24 & VM1
Subnet2 10.0.2.0/24% VM2
Subnet3 10.0.3.0/24 VM3

VM3 has multiple network adapters, including a network adapter named NIC3. IP forwarding is enabled on NIC3.
Routing is enabled on VM3. You create a route table named RT1. RT1 is associated to Subnetl and Subnet2 and
contains the routes in the following table.

Address prefix Hext hop type Next hop aldress
10.0.1.024 Virtual appliangé 10.0.3.4
10.0.2.024 Virtual applignce 10.0.3.4

You apply RT1 to Subnetl and Subnet?2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area )
r.:':g:;iﬁ-
Statements - Yes No
n:;‘;,t?l"j
VM3 can establish a nt;@éi’ffcannectinn to V1. C C
If VM3 is turned off, VM2 can estabish a network connection to VN1, C C
VM1 can establish a network ccnnection to VM2, C &

Correct Answer:
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Answer Area

Statements g Yes No

/; ()
If VM3 is turned off, YM2 can esta%p@g a network connectionto VNI1. C Ke)
—F
VM1 can establish a network ccnnection to UME_! O | C

IP forwarding enables the virtual machine a network interface is attached to:

Receive network traffic not destined for one of the IP addresses assigned to any of the IP configurations assigned to the
network interface.

Send network traffic with a different source IP address than the one assigned to one of a network interface\\'s IP
configurations.

The setting must be enabled for every network interface that is attached to the virtual machine that receives traffic that
the virtual machine needs to forward. A virtual machine can forward traffic whether it has multiple network interfaces or
a

single network interface attached to it.

Box 1: Yes

The routing table allows connections from VM3 to VM1 and VM2. And as IP forwarding is enabled on VM3, VM3 can
connect to VM1.

Box 2: No
VM3, which has IP forwarding, must be turned on, in order for VM2 to connect to VM1.
Box 3: Yes

The routing table allows connections from VM1 and VM2 to VM3. IP forwarding on VM3 allows VM1 to connect to VM2
via VM3.

References:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

https://www.quora.com/What-is-IP-forwarding
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