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QUESTION 1

A user accidentally deleted a file from an Amazon EBS volume. The SysOps Administrator identified a recent snapshot
for the volume.

What should the Administrator do to restore the user\\'s file from the snapshot?

A. Attach the snapshot to a new Amazon EC2 instance in the same Availability Zone, and copy the deleted file.
B. Browse to the snapshot and copy the file to the EBS volume within an Amazon EC2 instance.

C. Create a volume from the snapshot, attach the volume to an Amazon EC2 instance, and copy the deleted file.
D. Restore the file from the snapshot onto an EC2 instance using the Amazon EC2 console.

Correct Answer: C

Reference: https://aws.amazon.com/blogs/compute/recovering-files-from-an-amazon-ebs-volume-backup/

QUESTION 2

In Amazon VPC, the encryption function is used to ensure privacy among both IKE and IPsec Security
Associations.

A. AES 192-bit

B. AES 256-bit

C. SHA 180-bit

D. SHA 2-bit

Correct Answer: B

Explanation:

When configuring your customer gateway to communicate with your VPC, the AES 128-bit or AES 256-bit
encryption is used to ensure privacy among both IKE and IPSec Security Associations.

Reference:

http://docs.aws.amazon.com/AmazonVPC/latest/NetworkAdminGuide/Introduction.html

QUESTION 3
What was the recommended use case for S3 Reduced Redundancy storage before its deprecation was planned?

A. It was used to reduce storage costs by providing 500 times the durability of a typical disk drive at lower levels of
redundancy.
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B. It was used to reduce storage costs for noncritical data at lower levels of redundancy.

C. It was used to reduce storage costs by allowing you to destroy any copy of your files outside a specific jurisdiction.
D. It was used to reduce storage costs for reproducible data at high levels of redundancy in a single facility.

Correct Answer: B

Reduced Redundancy Storage (RRS) was introduced in order to reduce storage costs. When first developed, you could
use reduced redundancy storage for noncritical, reproducible data at lower levels of redundancy than Amazon S3
provides with standard storage. Now Standard is a more af-fordable from a cost perspective, because Amazon is

deprecating RRS and has changed the pricing structure. Reference:
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingRRS.html

QUESTION 4

A company wants to ensure that each department operates within their own isolated environment, and they are only
able to use pre-approved services.

How can this requirement be met?

A. Set up an AWS Organization to create accounts for each department, and apply service control policies to control
access to AWS services.

B. Create IAM roles for each department, and set policies that grant access to specific AWS services.
C. Use the AWS Service Catalog to create catalogs of AWS services that are approved for use by each department.
D. Request that each department create and manage its own AWS account and the resources within it.

Correct Answer: A

QUESTION 5

A user has enabled detailed CloudWatch monitoring with the AWS Simple Notification Service. Which of the below
mentioned statements helps the user understand detailed monitoring better?

A. SNS will send data every minute after configuration

B. There is no need to enable since SNS provides data every minute

C. AWS CloudWatch does not support monitoring for SNS

D. SNS cannot provide data every minute

Correct Answer: D

Explanation: CloudWatch is used to monitor AWS as well as the custom services. It provides either basic or detailed
monitoring for the supported AWS products. In basic monitoring, a service sends data points to CloudWatch every five

minutes, while in detailed monitoring a service sends data points to CloudWatch every minute. The AWS SNS service
sends data every 5 minutes. Thus, it supports only the basic monitoring. The user cannot enable detailed monitoring
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with SNS.
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