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QUESTION 1

You are designing an intrusion detection prevention (IDS/IPS) solution for a customer web application in a single VPC.
You are considering the options for implementing 10S IPS protection for traffic coming from the Internet.

Which of the following options would you consider? (Choose two.)
A. Implement IDS/IPS agents on each Instance running in VPC

B. Configure an instance in each subnet to switch its network interface card to promiscuous mode and analyze network
traffic.

C. Implement Elastic Load Balancing with SSL listeners in front of the web applications
D. Implement a reverse proxy layer in front of web servers and configure IDS/IPS agents on each reverse proxy server.
Correct Answer: AD

EC2 does not allow promiscuous mode, and you cannot put something in between the ELB and the web server (like a
listener or IDP)

QUESTION 2

A company runs its containerized batch jobs on Amazon ECS. The jobs are scheduled by submitting a container image,
a task definition, and the relevant data to an Amazon S3 bucket. Container images may be unigue per job. Running the
jobs as quickly as possible is of utmost importance, so submitting job artifacts to the S3 bucket triggers the job to run
immediately. Sometimes there may be no jobs running at all. However, jobs of any size can be submitted with no prior
warning to the IT Operations team. Job definitions include CPU and memory resource requirements.

What solution will allow the batch jobs to complete as quickly as possible after being scheduled?

A. Schedule the jobs on an Amazon ECS cluster using the Amazon EC2 launch type. Use Service Auto Scaling to
increase or decrease the number of running tasks to suit the number of running jobs.

B. Schedule the jobs directly on EC2 instances. Use Reserved Instances for the baseline minimum load, and use On-
Demand Instances in an Auto Scaling group to scale up the platform based on demand.

C. Schedule the jobs on an Amazon ECS cluster using the Fargate launch type. Use Service Auto Scaling to increase or
decrease the number of running tasks to suit the number of running jobs.

D. Schedule the jobs on an Amazon ECS cluster using the Fargate launch type. Use Spot Instances in an Auto Scaling
group to scale the platform based on demand. Use Service Auto Scaling to increase or decrease the number of running
tasks to suit the number of running jobs.

Correct Answer: C

QUESTION 3
A bank is designing an online customer service portal where customers can chat with customer service agents. The

portal is required to maintain a 15-minute RPO or RTO in case of a regional disaster. Banking regulations require that all
customer service chat transcripts must be preserved on durable storage for at least 7 years, chat conversations must be
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encrypted in-flight, and transcripts must be encrypted at rest. The Data Loss Prevention team requires that data at rest
must be encrypted using a key that the team controls, rotates, and revokes.

Which design meets these requirements?

A. The chat application logs each chat message into Amazon CloudWatch Logs. A scheduled AWS Lambda function
invokes a CloudWatch Logs CreateExportTask every 5 minutes to export chat transcripts to Amazon S3. The S3 bucket
is configured for cross-region replication to the backup region. Separate AWS KMS keys are specified for the
CloudWatch Logs group and the S3 bucket.

B. The chat application logs each chat message into two different Amazon CloudWatch Logs groups in two different
regions, with the same AWS KMS key applied. Both CloudWatch Logs groups are configured to export logs into an
Amazon Glacier vault with a 7-year vault lock policy with a KMS key specified.

C. The chat application logs each chat message into Amazon CloudWatch Logs. A subscription filter on the CloudWatch
Logs group feeds into an Amazon Kinesis Data Firehose which streams the chat messages into an Amazon S3 bucket
in the backup region. Separate AWS KMS keys are specified for the CloudWatch Logs group and the Kinesis Data
Firehose.

D. The chat application logs each chat message into Amazon CloudWatch Logs. The CloudWatch Logs group is
configured to export logs into an Amazon Glacier vault with a 7-year vault lock policy. Glacier cross-region replication
mirrors chat archives to the backup region. Separate AWS KMS keys are specified for the CloudwWatch Logs group and
the Amazon Glacier vault.

Correct Answer: D

Reference: https://docs.aws.amazon.com/AmazonS3/latest/dev/replication.html

QUESTION 4

A solutions architect needs to advise a company on how to migrate its on-premises data processing application to the
AWS Cloud. Currently, users upload input files through a web portal. The web server then stores the uploaded files on
NAS and messages the processing server over a message queue. Each media file can take up to 1 hour to process.
The company has determined that the number of media files awaiting processing is significantly higher during business
hours, with the number of files rapidly declining after business hours. What is the MOST cost-effective migration
recommendation?

A. Create a queue using Amazon SQS. Configure the existing web server to publish to the new queue. When there are
messages in the queue, invoke an AWS Lambda function to pull requests from the queue and process the files. Store
the processed files in an Amazon S3 bucket.

B. Create a queue using Amazon MO. Configure the existing web server to publish to the new queue. When there are
messages in the queue, create a new Amazon EC2 instance to pull requests from the queue and process the files.
Store the processed files in Amazon EFS. Shut down the EC2 instance after the task is complete.

C. Create a queue using Amazon MO. Configure the existing web server to publish to the new queue. When there are
messages in the queue, invoke an AWS Lambda function to pull requests from the queue and process the files. Store
the processed files in Amazon EFS.

D. Create a queue using Amazon SOS. Configure the existing web server to publish to the new queue. Use Amazon
EC2 instances in an EC2 Auto Scaling group to pull requests from the queue and process the files. Scale the EC2
instances based on the SOS queue length. Store the processed files in an Amazon S3 bucket.

Correct Answer: D
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https://aws.amazon.com/blogs/compute/operating-lambda-performance-optimization-part-1/

QUESTION 5

A company is planning the migration of several lab environments used for software testing. An assortment of custom
tooling is used to manage the test runs for each lab. The labs use immutable infrastructure for the software test runs,
and the results are stored in a highly available SQL database cluster. Although completely rewriting the custom tooling
is out of scope for the migration project, the company would like to optimize workloads during the migration.

Which application migration strategy meets this requirement?

A. Re-host

B. Re-platform

C. Re-factor/re-architect

D. Retire

Correct Answer: B

Reference: https://aws.amazon.com/blogs/enterprise-strategy/6-strategies-for-migrating-applications-to-the-cloud/

SAP-CO01 Practice Test SAP-C01 Study Guide SAP-C01 Exam Questions

SAP-CO01 Practice Test | SAP-C01 Study Guide | SAP-C01 Exam Questions 4/4


https://www.pass4itsure.com/aws-solution-architect-professional.html
https://www.pass4itsure.com/aws-solution-architect-professional.html
https://www.pass4itsure.com/aws-solution-architect-professional.html
http://www.tcpdf.org
https://www.pass4itsure.com/aws-solution-architect-professional.html
https://www.pass4itsure.com/aws-solution-architect-professional.html
https://www.pass4itsure.com/aws-solution-architect-professional.html

