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QUESTION 1

Mike is appointed as Cloud Consultant in ABC.com. ABC has the following VPCs set- up in the US East Region: A VPC
with CIDR block 10.10.0.0/16, a subnet in that VPC with CIDR block 10.10.1.0/24 A VPC with CIDR block 10.40.0.0/16,
a subnet in that VPC with CIDR block 10.40.1.0/24 ABC.com is trying to establish network connection between two
subnets, a subnet with CIDR block 10.10.1.0/24 and another subnet with CIDR block 10.40.1.0/24. 

Which one of the following solutions should Mike recommend to ABC.com? 

A. Create 2 Virtual Private Gateways and configure one with each VPC. 

B. Create 2 Internet Gateways, and attach one to each VPC. 

C. Create a VPC Peering connection between both VPCs. 

D. Create one EC2 instance in each subnet, assign Elastic IPs to both instances, and configure a set up Site-to-Site
VPN connection between both EC2 instances. 

Correct Answer: C 

A VPC peering connection is a networking connection between two VPCs that enables you to route traffic between them
using private IP addresses. EC2 instances in either VPC can communicate with each other as if they are within the
same network. You can create a VPC peering connection between your own VPCs, or with a VPC in another AWS
account within a single region. AWS uses the existing infrastructure of a VPC to create a VPC peering connection; it is
neither a gateway nor a VPN connection, and does not rely on a separate piece of physical hardware. 

Reference: http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-peering.html 

 

QUESTION 2

Your firm has uploaded a large amount of aerial image data to S3. In the past, in your on-premises environment, you
used a dedicated group of servers to oaten process this data and used Rabbit MQ - An open source messaging system
to get job information to the servers. Once processed the data would go to tape and be shipped offsite. Your manager
told you to stay with the current design, and leverage AWS archival storage and messaging services to minimize cost. 

Which is correct? 

A. Use SQS for passing job messages use Cloud Watch alarms to terminate EC2 worker instances when they become
idle. Once data is processed, change the storage class of the S3 objects to Reduced Redundancy Storage. 

B. Setup Auto-Scaled workers triggered by queue depth that use spot instances to process messages in SOS Once
data is processed, change the storage class of the S3 objects to Reduced Redundancy Storage. 

C. Setup Auto-Scaled workers triggered by queue depth that use spot instances to process messages in SQS Once
data is processed, change the storage class of the S3 objects to Glacier. 

D. Use SNS to pass job messages use Cloud Watch alarms to terminate spot worker instances when they become idle.
Once data is processed, change the storage class of the S3 object to Glacier. 

Correct Answer: C 
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QUESTION 3

A company is running a web application with On-Demand Amazon EC2 instances in Auto Scaling groups that scale
dynamically based on custom metrics. After extensive testing, the company determines that the m5.2xlarge instance
size is optimal for the workload. Application data is stored in db.r4.4xlarge Amazon RDS instances that are confirmed to
be optimal. The traffic to the web application spikes randomly during the day. 

What other cost-optimization methods should the company implement to further reduce costs without impacting the
reliability of the application? 

A. Double the instance count in the Auto Scaling groups and reduce the instance size to m5.large. 

B. Reserve capacity for the RDS database and the minimum number of EC2 instances that are constantly running. 

C. Reduce the RDS instance size to db.r4.xlarge and add five equivalently sized read replicas to provide reliability. 

D. Reserve capacity for all EC2 instances and leverage Spot Instance pricing for the RDS database. 

Correct Answer: B 

People are being confused by the term \\'reserve capacity\\'. This is not the same as an on-demand capacity
reservation. This article by AWS clearly states that by \\'reserving capacity\\' you are reserving the instances and
reducing your costs. See 

- https://aws.amazon.com/aws-cost-management/aws-cost-optimization/reserved-instances/ 

 

QUESTION 4

A company is building an application on AWS. The application sends logs to an Amazon Elasticsearch Service (Amazon
ES) cluster for analysis. All data must be stored within a VPC. 

Some of the company\\'s developers work from home. Other developers work from three different company office
locations. The developers need to access Amazon ES to analyze and visualize logs directly from their local
development machines. 

Which solution will meet these requirements? 

A. Configure and set up an AWS Client VPN endpoint. Associate the Client VPN endpoint with a subnet in the VPC.
Configure a Client VPN self-service portal. Instruct the developers to connect by using the client for Client VPN. 

B. Create a transit gateway, and connect it to the VPC. Create an AWS Site-to-Site VPN. Create an attachment to the
transit gateway. Instruct the developers to connect by using an OpenVPN client. 

C. Create a transit gateway, and connect it to the VPC. Order an AWS Direct Connect connection. Set up a public VIF
on the Direct Connect connection. Associate the public VIF with the transit gateway. Instruct the developers to connect
to the Direct Connect connection 

D. Create and configure a bastion host in a public subnet of the VPC. Configure the bastion host security group to allow
SSH access from the company CIDR ranges. Instruct the developers to connect by using SSH. 

Correct Answer: A 

 

QUESTION 5
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An AWS customer has a web application that runs on premises. The web application fetches data from a third-party API
that is behind a firewall. The third party accepts only one public CIDR block in each client\\'s allow list. 

The customer wants to migrate their web application to the AWS Cloud. The application will be hosted on a set of
Amazon EC2 instances behind an Application Load Balancer (ALB) in a VPC. The ALB is located in public subnets. The
EC2 instances are located in private subnets. NAT gateways provide internet access to the private subnets. 

How should a solutions architect ensure that the web application can continue to call the third-party API after the
migration? 

A. Associate a block of customer-owned public IP addresses to the VPC. Enable public IP addressing for public subnets
in the VPC. 

B. Register a block of customer-owned public IP addresses in the AWS account. Create Elastic IP addresses from the
address block and assign them to the NAT gateways in the VPC. 

C. Create Elastic IP addresses from the block of customer-owned IP addresses. Assign the static Elastic IP addresses
to the ALB. 

D. Register a block of customer-owned public IP addresses in the AWS account. Set up AWS Global Accelerator to use
Elastic IP addresses from the address block. Set the ALB as the accelerator endpoint. 

Correct Answer: B 

When EC2 instances reach third-party API through internet, their privates IP addresses will be masked by NAT Gateway
public IP address. 

https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-bring-your-own-ip-byoip-foramazon-vpc/ 
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