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QUESTION 1

A security engineer determined that an existing application retrieves credentials to an Amazon RDS for MySQL
database from an encrypted file in Amazon S3. For the next version of the application, the security engineer wants to
implement the following application design changes to improve security: 

1.

 The database must use strong, randomly generated passwords stored in a secure AWS managed service. 

2.

 The application resources must be deployed through AWS CloudFormation. 

3.

 The application must rotate credentials for the database every 90 days. 

A solutions architect will generate a CloudFormation template to deploy the application. 

Which resources specified in the CloudFormation template will meet the security engineer\\'s requirements with the
LEAST amount of operational overhead? 

A. Generate the database password as a secret resource using AWS Secrets Manager. Create an AWS Lambda
function resource to rotate the database password. Specify a Secrets Manager RotationSchedule resource to rotate the
database password every 90 days. 

B. Generate the database password as a SecureString parameter type using AWS Systems Manager Parameter Store.
Create an AWS Lambda function resource to rotate the database password. Specify a Parameter Store
RotationSchedule resource to rotate the database password every 90 days. 

C. Generate the database password as a secret resource using AWS Secrets Manager. Create an AWS Lambda
function resource to rotate the database password. Create an Amazon EventBridge scheduled rule resource to trigger
the Lambda function password rotation every 90 days. 

D. Generate the database password as a SecureString parameter type using AWS Systems Manager Parameter Store.
Specify an AWS AppSync DataSource resource to automatically rotate the database password every 90 days. 

Correct Answer: C 

 

QUESTION 2

A large company has increased its utilization of AWS over time in an unmanaged way. As such, they have a large
number of independent AWS accounts across different business units, projects, and environments. The company has
created a Cloud Center of Excellence team, which is responsible for managing all aspects of the AWS Cloud, including
their AWS accounts. 

Which of the following should the Cloud Center of Excellence team do to BEST address their requirements in a
centralized way? (Choose two.) 

A. Control all AWS account root user credentials. Assign AWS IAM users in the account of each user who needs to
access AWS resources. Follow the policy of least privilege in assigning permissions to each user. 
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B. Tag all AWS resources with details about the business unit, project, and environment. Send all AWS Cost and Usage
reports to a central Amazon S3 bucket, and use tools such as Amazon Athena and Amazon QuickSight to collect billing
details by business unit. 

C. Use the AWS Marketplace to choose and deploy a Cost Management tool. Tag all AWS resources with details about
the business unit, project, and environment. Send all AWS Cost and Usage reports for the AWS accounts to this tool for
analysis. 

D. Set up AWS Organizations. Enable consolidated billing, and link all existing AWS accounts to a master billing
account. Tag all AWS resources with details about the business unit, project and environment. Analyze Cost and Usage
reports using tools such as Amazon Athena and Amazon QuickSight, to collect billing details by business unit. 

E. Using a master AWS account, create IAM users within the master account. Define IAM roles in the other AWS
accounts, which cover each of the required functions in the account. Follow the policy of least privilege in assigning
permissions to each role, then enable the IAM users to assume the roles that they need to use. 

Correct Answer: AD 

 

QUESTION 3

In DynamoDB, a projection is__________. 

A. systematic transformation of the latitudes and longitudes of the locations inside your table 

B. importing data from your file to a table 

C. exporting data from a table to your file 

D. the set of attributes that is copied from a table into a secondary index 

Correct Answer: D 

In DynamoDB, a projection is the set of attributes that is copied from a table into a secondary index. 

Reference: 

http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GSI.html 

 

QUESTION 4

You are migrating a legacy client-server application to AWS. The application responds to a specific DNS domain (e.g.
www.example.com) and has a 2-tier architecture, with multiple application servers and a database server. Remote
clients use TCP to connect to the application servers. The application servers need to know the IP address of the clients
in order to function properly and are currently taking that information from the TCP socket. A Multi-AZ RDS MySQL
instance will be used for the database. During the migration you can change the application code, but you have to file a
change request. 

How would you implement the architecture on AWS in order to maximize scalability and high availability? 

A. File a change request to implement Alias Resource support in the application. Use Route 53 Alias Resource Record
to distribute load on two application servers in different Azs. 

B. File a change request to implement Latency Based Routing support in the application. Use Route 53 with Latency
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Based Routing enabled to distribute load on two application servers in different Azs. 

C. File a change request to implement Cross-Zone support in the application. Use an ELB with a TCP Listener and
Cross-Zone Load Balancing enabled, two application servers in different AZs. 

D. File a change request to implement Proxy Protocol support in the application. Use an ELB with a TCP Listener and
Proxy Protocol enabled to distribute load on two application servers in different Azs. 

Correct Answer: D 

Reference: https://aws.amazon.com/blogs/aws/elastic-load-balancing-adds-support-for-proxy-protocol/ 

 

QUESTION 5

A company runs an application on a fleet of Amazon EC2 instances. The application requires low latency and random
access to 100 GB of data. The application must be able to access the data at up to 3.000 IOPS. A Development team
has configured the EC2 launch template to provision a 100-GB Provisioned IOPS (PIOPS) Amazon EBS volume with 3
000 IOPS provisioned. A Solutions Architect is tasked with lowering costs without impacting performance and durability. 

Which action should be taken? 

A. Create an Amazon EFS file system with the performance mode set to Max I/O. Configure the EC2 operating system
to mount the EFS file system. 

B. Create an Amazon EFS file system with the throughput mode set to Provisioned. Configure the EC2 operating
system to mount the EFS file system. 

C. Update the EC2 launch template to allocate a new 1-TB EBS General Purpose SSO (gp2) volume. 

D. Update the EC2 launch template to exclude the PIOPS volume. Configure the application to use local instance
storage. 

Correct Answer: A 
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