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QUESTION 1

A solutions Architect is designing a new workload where an AWS Lambda function will access an Amazon DynamoDB
table. What is the MOST secure means of granting the Lambda function access to the DynamoDB table? 

A. Create an identity and access management (IAM) role with the necessary permissions to access the DynamoDB
table, and assign the role to the Lambda function. 

B. Create a DynamoDB user name and password and give them to the Developer to use in the Lambda function. 

C. Create an identity and access management (IAM) user, and create access and secret keys for the user. Give the
user the necessary permissions to access the DynamoDB table. Have the Developer use these keys to access the
resources. 

D. Create an identity and access management (IAM) role allowing access from AWS Lambda and assign the role to the
DynamoDB table. 

Correct Answer: A 

Reference: https://aws.amazon.com/blogs/security/how-to-create-an-aws-iam-policy-to-grant-aws-lambda-access-to-an-
amazon-dynamodb-table/ 

 

QUESTION 2

Does Amazon RDS support SSL encryption for SQL Server DB Instances? 

A. Yes, for all supported SQL Server editions 

B. No 

C. Yes, but only when the instances are in a single region 

D. No, encryption using SSL is supported only in the GovCloud. 

Correct Answer: A 

Amazon RDS supports SSL encryption for SQL Server DB Instances. Using SSL, you can encrypt connections between
your applications and your SQL Server DB Instances. This is available for all the versions of Microsoft SQL Server.
http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/ Concepts.DBEngine.SQLServer.html 

 

QUESTION 3

A company plans to use AWS for all new batch processing workloads. The company\\'s developers use Docker
containers for the new batch processing. The system design must accommodate critical and non-critical batch
processing workloads 24/7. 

How should a Solutions Architect design this architecture in a cost-efficient manner? 

A. Purchase Reserved Instances to run all containers. Use Auto Scaling groups to schedule jobs. 

B. Host a container management service on Spot Instances. Use Reserved Instances to run Docker containers. 
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C. Use Amazon ECS orchestration and Auto Scaling groups: one with Reserve Instances, one with Spot Instances. 

D. Use Amazon ECS to manage container orchestration. Purchase Reserved Instances to run all batch workloads at the
same time. 

Correct Answer: C 

 

QUESTION 4

A company processed 10 TB of raw data to generate quarterly reports. Although it is unlikely to be used again, the raw
data needs to be preserved for compliance and auditing purposes. 

What is the MOST cost-effective way to store the data in AWS? 

A. Amazon EBS Cold HDD (sc1) 

B. Amazon S3 One Zone-Infrequent Access (S3 One Zone-IA) 

C. Amazon S3 Standard-Infrequent Access (S3 Standard-IA) 

D. Amazon Glacier 

Correct Answer: C 

 

QUESTION 5

A Solutions Architect needs to deploy an HTTP/HTTPS service on Amazon EC2 instances with support for WebSockets
using load balancers. How can the Architect meet these requirements? 

A. Configure a Network Load Balancer. 

B. Configure an Application Load Balancer. 

C. Configure a Classic Load Balancer. 

D. Configure a Layer-4 Load Balancer. 

Correct Answer: B 

The Application Load Balancer is designed to handle streaming, real-time, and WebSocket workloads in an optimized
fashion. Instead of buffering requests and responses, it handles them in streaming fashion. This reduces latency and 

increases the perceived performance of your application. 

Reference: https://aws.amazon.com/blogs/aws/new-aws-application-load-balancer/ 
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