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QUESTION 1

You have been tasked with deploying a solution for your company that will store images, which the marketing
department will use for its campaigns. Employees are able to upload images via a web interface, and once uploaded,
each image must be resized and watermarked with the company logo. Image resize and watermark is not time-sensitive
and can be completed days after upload if required. How should you design this solution in the most highly available
and cost-effective way? 

A. Configure your web application to upload images to the Amazon Elastic Transcoder service. Use the Amazon Elastic
Transcoder watermark feature to add the company logo as a watermark on your images and then to upload the final
images into an Amazon S3 bucket. 

B. Configure your web application to upload images to Amazon S3, and send the Amazon S3 bucket URI to an Amazon
SQS queue. Create an Auto Scaling group and configure it to use Spot instances, specifying a price you are willing to
pay. Configure the instances in this Auto Scaling group to poll the SQS queue for new images and then resize and
watermark the image before uploading the final images into Amazon S3. 

C. Configure your web application to upload images to Amazon S3, and send the S3 object URI to an Amazon SQS
queue. Create an Auto Scaling launch configuration that uses Spot instances, specifying a price you are willing to pay.
Configure the instances in this Auto Scaling group to poll the Amazon SQS queue for new images and then resize and
watermark the image before uploading the new images into Amazon S3 and deleting the message from the Amazon
SQS queue. 

D. Configure your web application to upload images to the local storage of the web server. Create a cronjob to execute
a script daily that scans this directory for new files and then uses the Amazon EC2 Service API to launch 10 new
Amazon EC2 instances, which will resize and watermark the images daily. 

Correct Answer: C 

 

QUESTION 2

What is the scope of an EC2 security group? 

A. Availability Zone 

B. Placement Group 

C. Region 

D. VPC 

Correct Answer: C 

A security group is tied to a region and can be assigned only to instances in the same region. You can\\'t enable an
instance to communicate with an instance outside its region using security group rules. Traffic from an instance in
another region is seen as WAN bandwidth. Reference: http://docs.aws.amazon.com/
AWSEC2/latest/UserGuide/resources.html 

 

QUESTION 3

An Amazon EC2 instance with no internet access is running in a Virtual Private Cloud (VPC) and needs to download an
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object from a restricted Amazon S3 bucket. When the DevOps Engineer tries to gain access to the object, an 

AccessDenied error is received. 

What are the possible causes for this error? (Choose three.) 

A. The S3 bucket default encryption is enabled. 

B. There is an error in the S3 bucket policy. 

C. There is an error in the VPC endpoint policy. 

D. The object has been moved to Amazon Glacier. 

E. There is an error in the IAM role configuration. 

F. S3 versioning is enabled. 

Correct Answer: BCE 

Reference: https://aws.amazon.com/premiumsupport/knowledge-center/s3-403-upload-bucket/ 

 

QUESTION 4

What is server immutability? 

A. Not updating a server after creation. 

B. The ability to change server counts. 

C. Updating a server after creation. 

D. The inability to change server counts. 

Correct Answer: A 

... disposable upgrades offer a simpler way to know if your application has unknown dependencies. The underlying EC2
instance usage is considered temporary or ephemeral in nature for the period of deployment until the current release is
active. During the new release, a new set of EC2 instances are rolled out by terminating older instances. This type of
upgrade technique is more common in an immutable infrastructure. Reference:
https://d0.awsstatic.com/whitepapers/overview-of-deployment-options-on-aws.pdf 

 

QUESTION 5

Your development team wants account-level access to production instances in order to do live debugging of a highly
secure environment. Which of the following should you do? 

A. Place the credentials provided by Amazon Elastic Compute Cloud (EC2) into a secure Amazon Sample Storage
Service (S3) bucket with encryption enabled. Assign AWS Identity and Access Management (IAM) users to each
developer so they can download the credentials file. 

B. Place an internally created private key into a secure S3 bucket with server-side encryption using customer keys and
configuration management, create a service account on all the instances using this private key, and assign IAM users to
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each developer so they can download the file. 

C. Place each developer\\'s own public key into a private S3 bucket, use instance profiles and configuration
management to create a user account for each developer on all instances, and place the user\\'s public keys into the
appropriate account. 

D. Place the credentials provided by Amazon EC2 onto an MFA encrypted USB drive, and physically share it with each
developer so that the private key never leaves the office. 

Correct Answer: C 
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