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QUESTION 1

An IT team has built an AWS CloudFormation template so others in the company can quickly and reliably deploy and
terminate an application. The template creates an Amazon EC2 instance with a user data script to install the application
and 

an Amazon S3 bucket that the application uses to serve static webpages while it is running. 

All resources should be removed when the CloudFormation stack is deleted. However, the team observes that
CloudFormation reports an error during stack deletion, and the S3 bucket created by the stack is not deleted. 

How can the team resolve the error in the MOST efficient manner to ensure that all resources are deleted without
errors? 

A. Add DeletionPolicy attribute to the S3 bucket resource, with the value Delete forcing the bucket to be removed when
the stack is deleted. 

B. Add a custom resource when an AWS Lambda function with the DependsOn attribute specifying the S3 bucket, and
an IAM role. Writhe the Lambda function to delete all objects from the bucket when the RequestType is Delete. 

C. Identify the resource that was not deleted. From the S3 console, empty the S3 bucket and then delete it. 

D. Replace the EC2 and S3 bucket resources with a single AWS OpsWorks Stacks resource. Define a custom recipe for
the stack to create and delete the EC2 instance and the S3 bucket. 

Correct Answer: B 

 

QUESTION 2

A company is migrating an application to AWS that runs on a single Amazon EC2 instance. Because of licensing
limitations, the application does not support horizontal scaling. The application will be using Amazon Aurora for its
database. 

How can the DevOps Engineer architect automated healing to automatically recover from EC2 and Aurora failures, in
addition to recovering across Availability Zones (AZs), in the MOST cost-effective manner? 

A. Create an EC2 Auto Scaling group with a minimum and maximum instance count of 1, and have it span across AZs.
Use a single-node Aurora instance. 

B. Create an EC2 instance and enable instance recovery. Create an Aurora database with a read replica in a second
AZ, and promote it to a primary database instance if the primary database instance fails. 

C. Create an Amazon CloudWatch Events rule to trigger an AWS Lambda function to start a new EC2 instance in an
available AZ when the instance status reaches a failure state. Create an Aurora database with a read replica in a
second AZ, and promote it to a primary database instance when the primary database instance fails. 

D. Assign an Elastic IP address on the instance. Create a second EC2 instance in a second AZ. Create an Amazon
CloudWatch Events rule to trigger an AWS Lambda function to move the Elastic IP address to the second instance
when the first instance fails. Use a single-node Aurora instance. 

Correct Answer: C 
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QUESTION 3

A company must ensure consistent behavior of an application running on Amazon Linux in its corporate ecosystem
before moving into AWS. The company has an existing automated server build system using VMware. The goal is to 

demonstrate the functionality of the application and its prerequisites on the new target operating system. 

The DevOps Engineer needs to use the existing corporate server pipeline and virtualization software to create a server
image. The server image will be tested on-premises to resemble the build on Amazon EC2 as closely as possible. 

How can this be accomplished? 

A. Download and integrate the latest ISO of CentOS 7 and execute the application deployment on the resulting server. 

B. Launch an Amazon Linux AMI using an AWS OpsWorks deployment agent onto the on-premises infrastructure, then
execute the application deployment. 

C. Build an EC2 instance with the latest Amazon Linux operating system, and use the AWS Import/Export service to
export the EC2 image to a VMware ISO in Amazon S3. Then import the resulting ISO onto the on-premises system. 

D. Download and integrate the latest ISO of Amazon Linux 2 and execute the application deployment on the resulting
server. Confirm that operating system testing results are consistent with EC2 operating system behavior. 

Correct Answer: D 

Reference: https://aws.amazon.com/blogs/aws/opsworks-on-prem-and-existing-instances/ 

 

QUESTION 4

A company has a website in an AWS Elastic Beanstalk load balancing and automatic scaling environment. This
environment has an Amazon RDS MySQL instance configured as its database resource. After a sudden increase in
traffic, the website started dropping traffic. An administrator discovered that the application on some instances is not
responding as the result of out-of-memory errors. Classic Load Balancer marked those instances as out of service, and
the health status of Elastic Beanstalk enhanced health reporting is degraded. However, Elastic Beanstalk did not
replace those instances. Because of the diminished capacity behind the Classic Load Balancer, the application
response times are slower for the customers. Which action will permanently fix this issue? 

A. Clone the Elastic Beanstalk environment. When the new environment is up, swap CNAME and terminate the earlier
environment. 

B. Temporarily change the maximum number of instances in the Auto Scaling group to allow the group to support more
traffic. 

C. Change the setting for the Auto Scaling group health check from Amazon EC2 to Elastic Load Balancing, and
increase the capacity of the group. 

D. Write a cron script for restarting the web server process when memory is full, and deploy it with AWS Systems
Manager. 

Correct Answer: C 

 

QUESTION 5
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What does the Docker network docker_gwbridge do? 

A. allows communication between containers on the same host 

B. allows communication between swarm nodes on different hosts 

C. allows communication between swarm nodes on the same host 

D. allows communication between containers on the different hosts 

Correct Answer: B 

The docker_gwbridge is a local bridge network which is automatically created by Docker in two different circumstances:
When you initialize or join a swarm, Docker creates the docker_gwbridge network and uses it for communication among
swarm nodes on different hosts. When none of a container\\'s networks can provide external connectivity, Docker
connects the container to the docker_gwbridge network in addition to the container\\'s other networks, so that the
container can connect to external networks or other swarm nodes. 

Reference: https://docs.docker.com/engine/userguide/networking/#the-docker_gwbridge-network 
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