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QUESTION 1

A DevOps Engineer uses Docker container technology to build an image-analysis application. The application often
sees spikes in traffic. The Engineer must automatically scale the application in response to customer demand while
maintaining cost effectiveness and minimizing any impact on availability. What will allow the FASTEST response to
spikes in traffic while fulfilling the other requirements? 

A. Create an Amazon ECS cluster with the container instances in an Auto Scaling group. Configure the ECS service to
use Service Auto Scaling. Set up Amazon CloudWatch alarms to scale the ECS service and cluster. 

B. Deploy containers on an AWS Elastic Beanstalk Multicontainer Docker environment. Configure Elastic Beanstalk to
automatically scale the environment based on Amazon CloudWatch metrics. 

C. Create an Amazon ECS cluster using Spot Instances. Configure the ECS service to use Service Auto Scaling. Set up
Amazon CloudWatch alarms to scale the ECS service and cluster. 

D. Deploy containers on Amazon EC2 instances. Deploy a container scheduler to schedule containers onto EC2
instances. Configure EC2 Auto Scaling for EC2 instances based on available Amazon CloudWatch metrics. 

Correct Answer: B 

 

QUESTION 2

Your application consists of 10% writes and 90% reads. You currently service all requests through a Route53 Alias
Record directed towards an AWS ELB, which sits in front of an EC2 Auto Scaling Group. Your system is getting very
expensive when there are large traffic spikes during certain news events, during which many more people request to
read similar data all at the same time. What is the simplest and cheapest way to reduce costs and scale with spikes like
this? 

A. Create an S3 bucket and asynchronously replicate common requests responses into S3 objects. When a request
comes in for a precomputed response, redirect to AWS S3. 

B. Create another ELB and Auto Scaling Group layer mounted on top of the other system, adding a tier to the system.
Serve most read requests out of the top layer. 

C. Create a CloudFront Distribution and direct Route53 to the Distribution. Use the ELB as an Origin and specify Cache
Behaviours to proxy cache requests which can be served late. 

D. Create a Memcached cluster in AWS ElastiCache. Create cache logic to serve requests which can be served late
from the in-memory cache for increased performance. 

Correct Answer: C 

CloudFront is ideal for scenarios in which entire requests can be served out of a cache and usage patterns involve
heavy reads and spikiness in demand. A cache behavior is the set of rules you configure for a given URL pattern based
on file 

extensions, file names, or any portion of a URL path on your website (e.g., *.jpg). You can configure multiple cache
behaviors for your web distribution. Amazon CloudFront will match incoming viewer requests with your list of URL
patterns, 

and if there is a match, the service will honor the cache behavior you configure for that URL pattern. Each cache
behavior can include the following Amazon CloudFront configuration values: 
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origin server name, viewer connection protocol, minimum expiration period, query string parameters, cookies, and
trusted signers for private content. 

Reference: https://aws.amazon.com/cloudfront/dynamic-content/ 

 

QUESTION 3

An ecommerce company is receiving reports that its order history page is experiencing delays in reflecting the
processing status of orders. The order processing system consists of an AWS Lambda function using reserved
concurrency. The Lambda function processes order messages from an Amazon SQS queue and inserts processed
orders into an Amazon DynamoDB table. The DynamoDB table has Auto Scaling enabled for read and write capacity. 

Which actions will diagnose and resolve the delay? (Choose two.) 

A. Check the ApproximateAgeOfOldestMessage metric for the SQS queue and increase the Lambda function
concurrency limit. 

B. Check the ApproximateAgeOfOldestMessage metric for the SQS queue and configure a redrive policy on the SQS
queue. 

C. Check the NumberOfMessagesSent metric for the SQS queue and increase the SQS queue visibility timeout. 

D. Check the ThrottledWriteRequests metric for the DynamoDB table and increase the maximum write capacity units for
the table\\'s Auto Scaling policy. 

E. Check the Throttles metric for the Lambda function and increase the Lambda function timeout. 

Correct Answer: CE 

 

QUESTION 4

Your Company wants to perform A/B testing on a new website feature for 20 percent of its users. The website uses
CloudFront for whole site delivery, with some content cached for up to 24 hours. How do you enable this testing for the
required proportion of users while minimizing performance impact? 

A. Configure the web servers to handle two domain names. The feature is switched on or off depending on which
domain name is used for a request. Configure a CloudFront origin for each domain name, and configure the CloudFront
distribution to use one origin for 20 percent of users and the other origin for the other 80 percent. 

B. Configure the CloudFront distribution to forward a cookie specific to this feature. For requests where the cookie is not
set, the web servers set its value to \\'\\'on" for 20 percent of responses and "off" for 80 percent. For requests where the
cookie is set, the web servers use Its value to determine whether the feature should be on or off for the response. 

C. Create a second stack of web servers that host the website with the feature on. Using Amazon Route53, create two
resource record sets with the same name: one with a weighting of "1" and a value of this new stack; the other a
weighting of "4" and a value of the existing stack. Use the resource record set\\'s name as the CloudFront distribution\\'s
origin. 

D. Invalidate all of the CloudFront distribution\\'s cache items that the feature affects. On future requests, the web
servers create responses with the feature on for 20 percent of users, and off for 80 percent. The web servers set
"Cache-Control: no-cache" on all of these responses. 

Correct Answer: B 
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QUESTION 5

A DevOps Engineer manages an application that has a cross-region failover requirement. The application stores its data
in an Amazon Aurora on Amazon RDS database in the primary region with a read replica in the secondary region. The
application uses Amazon Route 53 to direct customer traffic to the active region. Which steps should be taken to
MINIMIZE downtime if a primary database fails? 

A. Use Amazon CloudWatch to monitor the status of the RDS instance. In the event of a failure, use a CloudWatch
Events rule to send a short message service (SMS) to the Systems Operator using Amazon SNS. Have the Systems
Operator redirect traffic to an Amazon S3 static website that displays a downtime message. Promote the RDS read
replica to the master. Confirm that the application is working normally, then redirect traffic from the Amazon S3 website
to the secondary region. 

B. Use RDS Event Notification to publish status updates to an Amazon SNS topic. Use an AWS Lambda function
subscribed to the topic to monitor database health. In the event of a failure, the Lambda function promotes the read
replica, then updates Route 53 to redirect traffic from the primary region to the secondary region. 

C. Set up an Amazon CloudWatch Events rule to periodically invoke an AWS Lambda function that checks the health of
the primary database. If a failure is detected, the Lambda function promotes the read replica. Then, update Route 53 to
redirect traffic from the primary to the secondary region. 

D. Set up Route 53 to balance traffic between both regions equally. Enable the Aurora multi-master option, then set up a
Route 53 health check to analyze the health of the databases. Configure Route 53 to automatically direct all traffic to the
secondary region when a primary database fails. 

Correct Answer: B 
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