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QUESTION 1

A company is developing a web application\\'s infrastructure using AWS CloudFormation. The database engineering
team maintains the database resources in a CloudFormation template, and the software development team maintains
the web application resources in a separate CloudFormation template. As the scope of the application grows, the
software development team needs to use resources maintained by the database engineering team. However, both
teams have their own review and lifecycle management processes that they want to keep. Both teams also require
resource-level change-set reviews. The software development team would like to deploy changes to this template using
their CI/CD pipeline. 

Which solution will meet these requirements? 

A. Create a stack export from the database CloudFormation template and import those references into the web
application CloudFormation template. 

B. Create a CloudFormation nested stack to make cross-stack resource references and parameters available in both
stacks. 

C. Create a CloudFormation stack set to make cross-stack resource references and parameters available in both
stacks. 

D. Create input parameters in the web application CloudFormation template and pass resource names and IDs from the
database stack. 

Correct Answer: C 

 

QUESTION 2

A devops team uses AWS CloudFormation to build their infrastructure. The security team is concerned about sensitive
parameters, such as passwords, being exposed. 

Which combination of steps will enhance the security of AWS CloudFormation? (Choose three.) 

A. Create a secure string with AWS KMS and choose a KMS encryption key. Reference the ARN of the secure string,
and give AWS CloudFormation permission to the KMS key for decryption. 

B. Create secrets using the AWS Secrets Manager AWS::SecretsManager::Secret resource type. Reference the secret
resource return attributes in resources that need a password, such as an Amazon RDS database. 

C. Store sensitive static data as secure strings in the AWS Systems Manager Parameter Store. Use dynamic references
in the resources that need access to the data. 

D. Store sensitive static data in the AWS Systems Manager Parameter Store as strings. Reference the stored value
using types of Systems Manager parameters. 

E. Use AWS KMS to encrypt the CloudFormation template. 

F. Use the CloudFormation NoEcho parameter property to mask the parameter value. 

Correct Answer: BDE 
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QUESTION 3

You have a web application that is currently running on a collection of micro instance types in a single AZ behind a
single load balancer. You have an Auto Scaling group configured to scale from 2 to 64 instances. When reviewing your
CloudWatch metrics, you see that sometimes your Auto Scaling group is running 64 micro instances. The web
application is reading and writing to a DynamoDB-configured backend and configured with 800 Write Capacity Units and
800 Read Capacity Units. Your customers are complaining that they are experiencing long load times when viewing
your website. You have investigated the DynamoDB CloudWatch metrics; you are under the provisioned Read and write
Capacity Units and there is no throttling. How do you scale your service to improve the load times and ensure the
principles of high availability? 

A. Change your Auto Scaling group configuration to include multiple AZs. 

B. Change your Auto Scaling group configuration to include multiple AZs, and increase the number of Read Capacity
Units in your DynamoDB table by a factor of three, because you will need to be calling DynarnoDB from three AZs. 

C. Add a second load balancer to your Auto Scaling group so that you can support more inbound connections per
second. 

D. Change your Auto Scaling group configuration to use larger instances and include multiple AZ\\'s instead of one. 

Correct Answer: D 

 

QUESTION 4

A company\\'s DevOps team launches a WorkSpace using Amazon WorkSpaces for each new user. Recently, the
Security team said that WorkSpaces for these new users are not consistently being tagged. Company policy requires
that all WorkSpaces be tagged with USERNAME automatically upon creation. 

Which combination of steps should the DevOps Engineer take to address this requirement? (Choose two.) 

A. Add an AWS Lambda function policy allowing cloudtrail.amazonaws.com to use the lambda:InvokeFunction action. 

B. Create a new Amazon CloudWatch Events event pattern rule based on Amazon WorkSpaces with an AWS API Call
via CloudTrail event type. Select the CreateWorkspaces operation, and target an AWS Lambda function that will tag the
Workspace. 

C. Ensure AWS CloudTrail is enabled in all Regions where WorkSpaces are created. 

D. Enable custom tagging for Amazon WorkSpaces from the directory details. 

E. Create a new Amazon CloudWatch Events scheduled event rule based on Amazon WorkSpaces with an interval of 1
minute. Target an AWS Lambda function that will tag the Workspace. 

Correct Answer: BC 

 

QUESTION 5

After conducting a disaster recovery exercise, an Enterprise Architect discovers that a large team of Database and
Storage Administrators need more than seven hours of manual effort to make a flagship application\\'s database
functional in a different AWS Region. The Architect also discovers that the recovered database is often missing as much
as two hours of data transactions. Which solution provides improved RTO and RPO in a cross-region failover scenario? 
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A. Deploy an Amazon RDS Multi-AZ instance backed by a multi-region Amazon EFS. Configure the RDS option group
to enable multi-region availability for native automation of cross-region recovery and continuous data replication. Create
an Amazon SNS topic subscribed to RDS-impacted events to send emails to the Database Administration team when
significant query Latency is detected in a single Availability Zone. 

B. Use Amazon SNS topics to receive published messages from Amazon RDS availability and backup events. Use
AWS Lambda for three separate functions with calls to Amazon RDS to snapshot a database instance, create a cross-
region snapshot copy, and restore an instance from a snapshot. Use a scheduled Amazon CloudWatch Events rule at a
frequency matching the RPO to trigger the Lambda function to snapshot a database instance. Trigger the Lambda
function to create a cross-region snapshot copy when the SNS topic for backup events receives a new message.
Configure the Lambda function to restore an instance from a snapshot to trigger sending new messages published to
the availability SNS topic. 

C. Create a scheduled Amazon CloudWatch Events rule to make a call to Amazon RDS to create a snapshot from a
database instance and specify a frequency to match the RPO. Create an AWS Step Functions task to call Amazon RDS
to perform a cross-region snapshot copy into the failover region, and configure the state machine to execute the task
when the RDS snapshot create state is complete. Create an SNS topic subscribed to RDS availability events, and push
these messages to an Amazon SQS queue located in the failover region. Configure an Auto Scaling group of worker
nodes to poll the queue for new messages and make a call to Amazon RDS to restore a database from a snapshot after
a checksum on the cross-region copied snapshot returns valid. 

D. Use Amazon RDS scheduled instance lifecycle events to create a snapshot and specify a frequency to match the
RPO. Use Amazon RDS scheduled instance lifecycle event configuration to perform a cross- region snapshot copy into
the failover region upon SnapshotCreateComplete events. Configure Amazon CloudWatch to alert when the
CloudWatch RDS namespace CPUUtilization metric for the database instance falls to 0% and make a call to Amazon
RDS to restore the database snapshot in the failover region. 

Correct Answer: B 
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