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QUESTION 1

Your application uses CloudFormation to orchestrate your application\\'s resources. During your testing phase before
the application went live, your Amazon RDS instance type was changed and caused the instance to be re-created,
resulting In the loss of test data. How should you prevent this from occurring in the future?

A. Within the AWS CloudFormation parameter with which users can select the Amazon RDS instance type, set
AllowedValues to only contain the current instance type.

B. Use an AWS CloudFormation stack policy to deny updates to the instance. Only allow UpdateStack permission to
IAM principals that are denied SetStackPolicy.

C. In the AWS CloudFormation template, set the AWS::RDS::DBInstance\\'s DBInstanceClass property to be read-only.

D. Subscribe to the AWS CloudFormation notification "BeforeResourceUpdate," and call CancelStackUpdate if the
resource identified is the Amazon RDS instance.

E. In the AWS CloudFormation template, set the DeletionPolicy of the AWS::RDS::DBInstance\\'s DeletionPolicy
property to "Retain."

Correct Answer: E

QUESTION 2

You were just hired as a DevOps Engineer for a startup. Your startup uses AWS for 100% of their infrastructure. They
currently have no automation at all for deployment, and they have had many failures while trying to deploy to production.
The company has told you deployment process risk mitigation is the most important thing now, and you have a lot of
budget for tools and AWS resources. Their stack:

2-tier API
Data stored in DynamoDB or S3, depending on type
Compute layer is ECZ 1n Auto Scaling Groups

They use Route>3 for DNS pointing to an ELB

An ELB balances lcad across the ECZ instances
The scaling group properly varies between 4 and 12 EC2 servers. Which of the following approaches, given this
company\\'s stack and their priorities, best meets the company\\'s needs?
A. Model the stack in AWS Elastic Beanstalk as a single Application with multiple Environments. Use Elastic
Beanstalk\\'s Rolling Deploy option to progressively roll out application code changes when promoting across

environments.

B. Model the stack in 3 CloudFormation templates: Data layer, compute layer, and networking layer. Write stack
deployment and integration testing automation following Blue-Green methodologies.

C. Model the stack in AWS OpsWorks as a single Stack, with 1 compute layer and its associated ELB. Use Chef and
App Deployments to automate Rolling Deployment.

D. Model the stack in 1 CloudFormation template, to ensure consistency and dependency graph resolution. Write
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deployment and integration testing automation following Rolling Deployment methodologies.

Correct Answer: B

AWS recommends Blue-Green for zero-downtime deploys. Since you use DynamoDB, and neither AWS OpsWorks nor
AWS Elastic Beanstalk directly supports DynamoDB, the option selecting CloudFormation and Blue-Green is correct.
You use various strategies to migrate the traffic from your current application stack (blue) to a new version of the
application (green). This is a popular technique for deploying applications with zero downtime. The deployment services
like AWS Elastic Beanstalk, AWS CloudFormation, or AWS OpsWorks are particularly useful as they provide a simple

way to clone your running application stack. You can set up a new version of your application (green) by simply cloning
current version of the application (blue).

QUESTION 3
What is true of the way that encryption works with EBS?

A. Snapshotting an encrypted volume makes an encrypted snapshot; restoring an encrypted snapshot creates an
encrypted volume when specified / requested.

B. Snapshotting an encrypted volume makes an encrypted snapshot when specified / requested; restoring an encrypted
shapshot creates an encrypted volume when specified / requested.

C. Snapshotting an encrypted volume makes an encrypted snapshot; restoring an encrypted snapshot always creates
an encrypted volume.

D. Snapshotting an encrypted volume makes an encrypted snapshot when specified / requested; restoring an encrypted
shapshot always creates an encrypted volume.

Correct Answer: C
Snapshots that are taken from encrypted volumes are automatically encrypted. Volumes that are created from
encrypted snapshots are also automatically encrypted. Your encrypted volumes and any associated snapshots always

remain protected. For more information, see Amazon EBS Encryption. Reference:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html

QUESTION 4

You have an ELB setup in AWS with EC2 instances running behind it. You have been requested to monitor the
incoming connections to the ELB. Which of the below options can suffice this requirement?

A. Use AWSCloudTrail with your load balancer

B. Enable access logs on the load balancer

C. Use a CloudWatch Logs Agent

D. Create a custom metric CloudWatch filter on your load balancer

Correct Answer: B

Clastic Load Balancing provides access logs that capture detailed information about requests sent to your load

balancer. Cach log contains information such as the time the request was received, the client\\'s IP address, latencies,
request
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paths, and server responses. You can use these access logs to analyze traffic patterns and to troubleshoot issues.

Option A is invalid because this service will monitor all AWS services Option C and D are invalid since CLB already
provides a logging feature.

QUESTION 5

What is the maximum supported single-volume throughput on EBS?
A. 320MiB/s

B. 160MiB/s

C. 40MiB/s

D. 640MiB/s

Correct Answer: A

The ceiling throughput for PIOPS on EBS is 320MiB/s.

Reference: http://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/EBSVolumeTypes.html
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