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QUESTION 1

An Amazon S3 bucket is encrypted using an AWS KMS CMK. An IAM user is unable to download objects from the S3
bucket using the AWS Management Console; however, other users can download objects from the S3 bucket. 

Which policies should the Security Engineer review and modify to resolve this issue? (Select three.) 

A. The CMK policy 

B. The VPC endpoint policy 

C. The S3 bucket policy 

D. The S3 ACL 

E. The IAM policy 

Correct Answer: CDE 

 

QUESTION 2

A company recently experienced a DDoS attack that prevented its web server from serving content. The website is
static and hosts only HTML, CSS, and PDF files that users download. 

Based on the architecture shown in the image, what is the BEST way to protect the site against future attacks while
minimizing the ongoing operational overhead? 
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A. Move all the files to an Amazon S3 bucket. Have the web server serve the files from the S3 bucket. 

B. Launch a second Amazon EC2 instance in a new subnet. Launch an Application Load Balancer in front of both
instances. 

C. Launch an Application Load Balancer in front of the EC2 instance. Create an Amazon CloudFront distribution in front
of the Application Load Balancer. 

D. Move all the files to an Amazon S3 bucket. Create a CloudFront distribution in front of the bucket and terminate the
web server. 

Correct Answer: D 

https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html 

 

QUESTION 3

An organization has tens of applications deployed on thousands of Amazon EC2 instances. During testing, the
Application team needs information to let them know whether the network access control lists (network ACLs) and
security groups are working as expected. 

How can the Application team\\'s requirements be met? 

A. Turn on VPC Flow Logs, send the logs to Amazon S3, and use Amazon Athena to query the logs. 

B. Install an Amazon Inspector agent on each EC2 instance, send the logs to Amazon S3, and use Amazon EMR to
query the logs. 

C. Create an AWS Config rule for each network ACL and security group configuration, send the logs to Amazon S3, and
use Amazon Athena to query the logs. 

D. Turn on AWS CloudTrail, send the trails to Amazon S3, and use AWS Lambda to query the trails. 

Correct Answer: A 

 

QUESTION 4

You are creating a Lambda function which will be triggered by a Cloudwatch Event. The data from these events needs
to be stored in a DynamoDB table. How should the Lambda function be given access to the DynamoDB table? 

Please select: 

A. Put the AWS Access keys in the Lambda function since the Lambda function by default is secure 

B. Use an IAM role which has permissions to the DynamoDB table and attach it to the Lambda function. 

C. Use the AWS Access keys which has access to DynamoDB and then place it in an S3 bucket. 

D. Create a VPC endpoint for the DynamoDB table. Access the VPC endpoint from the Lambda function. 

Correct Answer: B 

AWS Lambda functions uses roles to interact with other AWS services. So use an IAM role which has permissions to
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the DynamoDB table and attach it to the Lambda function. Options A and C are all invalid because you should never
use AWS keys for access. Option D is invalid because the VPC endpoint is used for VPCs For more information on
Lambda function Permission model, please visit the URL https:// docs.aws.amazon.com/lambda/latest/dg/intro-
permission-model.html The correct answer is: Use an IAM role which has permissions to the DynamoDB table and
attach it to the Lambda function. 

 

QUESTION 5

You are planning to use AWS Configto check the configuration of the resources in your AWS account. You are planning
on using an existing IAM role and using it for the AWS Config resource. Which of the following is required to ensure the
AWS config service can work as required? 

Please select: 

A. Ensure that there is a trust policy in place for the AWS Config service within the role 

B. Ensure that there is a grant policy in place for the AWS Config service within the role 

C. Ensure that there is a user policy in place for the AWS Config service within the role 

D. Ensure that there is a group policy in place for the AWS Config service within the role 

Correct Answer: A 

 

Options B,C and D are invalid because you need to ensure a trust policy is in place and not a grant, user or group policy
or more information on the IAM role permissions please visit the below Link:
https://docs.aws.amazon.com/config/latest/developerguide/iamrole-permissions.htmll 
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The correct answer is: Ensure that there is a trust policy in place for the AWS Config service within the role 
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