
https://www.pass4itsure.com/aws-certified-security-specialty.html
2023 Latest pass4itsure SCS-C01 PDF and VCE dumps Download

 

 

 

SCS-C01Q&As

AWS Certified Security - Specialty (SCS-C01)

Pass Amazon SCS-C01 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4itsure.com/aws-certified-security-specialty.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Amazon
Official Exam Center

 

 

SCS-C01 PDF Dumps | SCS-C01 Exam Questions | SCS-C01 Braindumps                                1 / 6

https://www.pass4itsure.com/aws-certified-security-specialty.html
https://www.pass4itsure.com/aws-certified-security-specialty.html
https://www.pass4itsure.com/aws-certified-security-specialty.html


https://www.pass4itsure.com/aws-certified-security-specialty.html
2023 Latest pass4itsure SCS-C01 PDF and VCE dumps Download

QUESTION 1

A company needs to retain tog data archives for several years to be compliant with regulations. The tog 

data is no longer used but It must be retained. 

What Is the MOST secure and cost-effective solution to meet these requirements? 

A. Archive the data to Amazon S3 and apply a restrictive bucket policy to deny the s3 DeleteOotect API B. Archive the
data to Amazon S3 Glacier and apply a Vault Lock policy 

C. Archive the data to Amazon S3 and replicate it to a second bucket in a second AWS Region Choose the S3 Standard-
Infrequent Access (S3 Standard-1A) storage class and apply a restrictive bucket policy to deny the s3 DeleteObject API 

D. Migrate the log data to a 16 T8 Amazon Elastic Block Store (Amazon EBS) volume Create a snapshot of the EBS
volume 

Correct Answer: B 

 

 

QUESTION 2

An application is designed to run on an EC2 Instance. The applications needs to work with an S3 bucket. From a
security perspective , what is the ideal way for the EC2 instance/ application to be configured? 

Please select: 

A. Use the AWS access keys ensuring that they are frequently rotated. 

B. Assign an IAM user to the application that has specific access to only that S3 bucket 

C. Assign an IAM Role and assign it to the EC2 Instance 

D. Assign an IAM group and assign it to the EC2 Instance 

Correct Answer: C 

The below diagram from the AWS whitepaper shows the best security practicse of allocating a role that has access to
the S3 bucket 
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Options A,B and D are invalid because using users, groups or access keys is an invalid security practise when giving
access to resources from other AWS resources. For more information on the Security Best practices, please visit the
following URL: https://d1.awsstatic.com/whitepapers/Security/AWS Security Best Practices.pdl The correct answer is:
Assign an IAM Role and assign it to the EC2 Instance 

 

QUESTION 3

A distributed web application is installed across several EC2 instances in public subnets residing in two Availability
Zones. Apache logs show several intermittent brute-force attacks from hundreds of IP addresses at the layer 7 level
over the past six months. 

What would be the BEST way to reduce the potential impact of these attacks in the future? 

A. Use custom route tables to prevent malicious traffic from routing to the instances. 

B. Update security groups to deny traffic from the originating source IP addresses. 

C. Use network ACLs. 

D. Install intrusion prevention software (IPS) on each instance. 

Correct Answer: D 

https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html 

NACL has limit 20 (can increase to maximum 40 rule), and more rule will make more low-latency 

 

QUESTION 4

You have enabled Cloudtrail logs for your company\\'s AWS account. In addition, the IT Security department has
mentioned that the logs need to be encrypted. How can this be achieved? 
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Please select: 

A. Enable SSL certificates for the Cloudtrail logs 

B. There is no need to do anything since the logs will already be encrypted 

C. Enable Server side encryption for the trail 

D. Enable Server side encryption for the destination S3 bucket 

Correct Answer: B 

The AWS Documentation mentions the following. By default CloudTrail event log files are encrypted using Amazon S3
server-side encryption (SSE). You can also choose to encryption your log files with an AWS Key Management Service
(AWS KMS) key. You can store your log files in your bucket for as long as you want. You can also define Amazon S3
lifecycle rules to archive or delete log files automatically. If you want notifications about lo file delivery and validation,
you can set up Amazon SNS notifications. Option A.C and D are not valid since logs will already be encrypted For more
information on how Cloudtrail works, please visit the following URL:
https://docs.aws.amazon.com/awscloudtrail/latest/usereuide/how-cloudtrail-works.htmll The correct answer is: There is
no need to do anything since the logs will already be encrypted 

 

QUESTION 5

Which technique can be used to integrate AWS IAM (Identity and Access Management) with an on-premise LDAP
(Lightweight Directory Access Protocol) directory service? 

Please select: A. Use an IAM policy that references the LDAP account identifiers and the AWS credentials. 

B. Use SAML (Security Assertion Markup Language) to enable single sign-on between AWS and LDAP. 

C. Use AWS Security Token Service from an identity broker to issue short-lived AWS credentials. 

D. Use IAM roles to automatically rotate the IAM credentials when LDAP credentials are updated. 

Correct Answer: B 

On the AWS Blog site the following information is present to help on this context The newly released whitepaper. Single
Sign-On: Integrating AWS, OpenLDAP, and Shibboleth, will help you integrate your existing LDAP-based user directory
with AWS. When you integrate your existing directory with AWS, your users can access AWS by using their existing
credentials. This means that your users don\\'t need to maintain yet another user name and password just to access
AWS resources. Option 

A.C and D are all invalid because in this sort of configuration, you have to use SAML to enable single sign 

on. 

For more information on integrating AWS with LDAP for Single Sign-On, please visit the following URL: 

https://aws.amazon.eom/blogs/security/new-whitepaper-sinEle-sign-on-inteErating-aws-openldap-andshibboleth/ 

The correct answer is: Use SAML (Security Assertion Markup Language) to enable single sign-on between 

AWS and LDAP. 
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