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QUESTION 1

A company uses AWS CodePipeline for its software builds. Company policy mandates that code must be deployed to
the staging environment before it is deployed to the production environment. The company needs to implement
monitoring and alerting to detect when a CodePipeline pipeline is used to deploy code to production without the code
first being deployed to staging. 

What should a security engineer do to meet these requirements? 

A. Enable Amazon GuardDuty to monitor AWS CloudTrail for CodePipeline. Configure findings through AWS Security
Hub, and create a custom action in Security Hub to send to Amazon Simple Notification Service (Amazon SNS). 

B. Use the AWS Cloud Development Kit (AWS CDK) to model reference-architecture CodePipeline pipeline that deploys
application code through the staging environment and then the production environment. 

C. Turn on AWS Config recording. Use a custom AWS Config rule to examine each CodePipeline pipeline for
compliance. Configure an Amazon Simple Notification Service (Amazon SNS) notification on any change that is not in
compliance with the rule. Add the desired receiver of the notification as a subscriber to the SNS topic. 

D. Use Amazon Inspector to conduct an assessment of the CodePipeline pipelines and send a notification upon the
discovery of a pipeline that is not in compliance. Add the desired receiver of the notification as a subscriber to the
Amazon Simple Notification Service (Amazon SNS) topic. 

Correct Answer: A 

 

 

QUESTION 2

A company is using Amazon GuardDuty in its AWS environment. The company asks a security engineer to suspend
GuardDuty. 

Which combination of steps must the security engineer perform to meet this requirement? (Choose two.) 

A. Disable all optional data sources from all detectors in all regions. 

B. Disassociate or delete all member accounts. 

C. Disable all associated monitoring services. 

D. Delete all existing findings. 

E. Export all existing findings. 

Correct Answer: AB 

Reference: https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_suspend-disable.html 

 

QUESTION 3

Your company has an EC2 Instance hosted in AWS. This EC2 Instance hosts an application. Currently this application
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is experiencing a number of issues. You need to inspect the network packets to see what the type of error that is
occurring? 

Which one of the below steps can help address this issue? 

Please select: 

A. Use the VPC Flow Logs. 

B. Use a network monitoring tool provided by an AWS partner. 

C. Use another instance. Setup a port to "promiscuous mode" and sniff the traffic to analyze the packets. 

D. Use Cloudwatch metric 

Correct Answer: B 

 

QUESTION 4

A company wants to control access to its AWS resources by using identities and groups that are defined in its existing
Microsoft Active Directory. 

What must the company create in its AWS account to map permissions for AWS services to Active Directory user
attributes? 

A. AWS IAM groups 

B. AWS IAM users 

C. AWS IAM roles 

D. AWS IAM access keys 

Correct Answer: C 

Prerequisites to establish Federation Services in AWS 

-You have a working AD directory and AD FS server. 

-

 You have created an identity provider (IdP) in your AWS account using your XML file from your AD FS server.
Remember the name of your IdP because you will use it later in this solution. 

-

 You have created the appropriate IAM roles in your AWS account, which will be used for federated access. 

https://aws.amazon.com/blogs/security/how-to-establish-federated-access-to-your-aws-resources-byusing-active-
directory-user-attributes/ 

 

QUESTION 5
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A security team is implementing a centralized logging solution to meet requirements for auditing. The solution must be
able to aggregate logs from Amazon CloudWatch and AWS CloudTrail to an account that is controlled by the security
team. This approach must be usable across the entire organization in AWS Organizations. 

Which solution meets these requirements in the MOST operationally efficient manner? 

A. In each AWS account, create an Amazon Kinesis Data Firehose delivery stream that has a destination of Amazon S3
in the security team\\'s account. Create a subscription for each Amazon CloudWatch Logs log group in each AWS
account to the Kinesis Data Firehose delivery stream in the same account. For the organization, create a CloudTrail trail
that has a destination of Amazon S3. 

B. In the security team\\'s account, create an Amazon Kinesis Data Firehose delivery stream that has a destination of
Amazon S3 in the same account. Create a subscription for each Amazon CloudWatch Logs log group in each AWS
account to the Kinesis Data Firehose delivery stream in the security team\\'s account. For each AWS account, create a
CloudTrail trail that has a destination of Amazon S3. 

C. In each AWS account, create an Amazon Kinesis data stream that has a destination of Amazon S3 in the security
team\\'s account. Create a subscription for each Amazon CloudWatch Logs log group in each AWS account to the
Kinesis data stream in the same account. For the organization, create a CloudTrail trail that has a destination of
Amazon S3. 

D. In the security team\\'s account, create an Amazon Kinesis data stream that has a destination of Amazon S3 in the
same account. Create a subscription for each Amazon CloudWatch Logs log group in each AWS account to the Kinesis
data stream in the security team\\'s account. For each AWS account, create a CloudTrail trail that has a destination of
Amazon S3. 

Correct Answer: A 
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