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QUESTION 1

A security engineer has enabled AWS Security Hub in their AWS account, and has enabled the Center for Internet
Security (CIS) AWS Foundations compliance standard. No evaluation results on compliance are returned in the Security
Hub console after several hours. The engineer wants to ensure that Security Hub can evaluate their resources for CIS
AWS Foundations compliance. 

Which steps should the security engineer take to meet these requirements? 

A. Add full Amazon Inspector 1AM permissions to the Security Hub service role to allow it to perform the CIS
compliance evaluation 

B. Ensure that AWS Trusted Advisor Is enabled in the account and that the Security Hub service role has permissions to
retrieve the Trusted Advisor security-related recommended actions 

C. Ensure that AWS Config. is enabled in the account, and that the required AWS Config rules have been created for
the CIS compliance evaluation 

D. Ensure that the correct trail in AWS CloudTrail has been configured for monitoring by Security Hub and that the
Security Hub service role has permissions to perform the GetObject operation on CloudTrails Amazon S3 bucket 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub.pdf 

 

QUESTION 2

A company has a requirement to create a DynamoDB table. The company\\'s software architect has provided the
following CLI command for the DynamoDB table 

Which of the following has been taken of from a security perspective from the above command? 

Please select: 

A. Since the ID is hashed, it ensures security of the underlying table. 
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B. The above command ensures data encryption at rest for the Customer table 

C. The above command ensures data encryption in transit for the Customer table 

D. The right throughput has been specified from a security perspective 

Correct Answer: B 

The above command with the "-sse-specification Enabled=true" parameter ensures that the data for the DynamoDB
table is encrypted at rest. Options A,C and D are all invalid because this command is specifically used to ensure data
encryption at rest For more information on DynamoDB encryption, please visit the URL:
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html The correct answer is:
The above command ensures data encryption at rest for the Customer table 

 

QUESTION 3

A security engineer must troubleshoot an administrator\\'s inability to make an existing Amazon S3 bucket public in an
account that is part of an organization n AWS Organizations. The administrator switched the role from the master
account to a member account and then attempted to make one S3 bucket public. This action was immediately denied 

Which actions should the security engineer take to troubleshoot the permissions issue? (Select TWO.) 

A. Review the cross-account role permissions and the S3 bucket policy Verify that the Amazon S3 block public access
option in the member account is deactivated. 

B. Review the role permissions m the master account and ensure it has sufficient privileges to perform S3 operations 

C. Filter AWS CloudTrail logs for the master account to find the original deny event and update the cross-account role m
the member account accordingly Verify that the Amazon S3 block public access option in the master account is
deactivated. 

D. Evaluate the SCPs covering the member account and the permissions boundary of the role in the member account
for missing permissions and explicit denies. 

E. Ensure the S3 bucket policy explicitly allows the s3 PutBucketPublicAccess action for the role m the member
account 

Correct Answer: BE 

 

QUESTION 4

You have several S3 buckets defined in your AWS account. You need to give access to external AWS accounts to
these S3 buckets. Which of the following can allow you to define the permissions for the external accounts? Choose 2
answers from the options given below 

Please select: 

A. IAM policies 

B. Buckets ACL\\'s 

C. IAM users 
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D. Bucket policies 

Correct Answer: BD 

The AWS Security whitepaper gives the type of access control and to what level the control can be given 

Options A and C are incorrect since for external access to buckets, you need to use either Bucket policies or Bucket
ACL\\'s or more information on Security for storage services role please refer to the below URL:
https://d1.awsstatic.com/whitepapers/Security/Security Storage Services Whitepaper.pdf The correct answers are:
Buckets ACL\\'s, Bucket policies 

 

QUESTION 5

A security engineer has noticed that VPC Flow Logs are getting a lot REJECT traffic originating from a single Amazon
EC2 instance in an Auto Scaling group. The security engineer is concerned that this EC2 instance may be
compromised. 

What immediate action should the security engineer take? 

A. Remove me instance from the Auto Seating group Close me security group mm ingress only from a single forensic P
address to perform an analysis. 

B. Remove me instance from the Auto Seating group Change me network ACL rules to allow traffic only from a single
forensic IP address to perform en analysis Add a rule to deny all other traffic. 

C. Remove the instance from the Auto Scaling group Enable Amazon GuardDuty in that AWS account Install the
Amazon Inspector agent cm the suspicious EC 2 instance to perform a scan. 

D. Take a snapshot of the suspicious EC2 instance. Create a new EC2 instance from me snapshot in a closed security
group with ingress only from a single forensic IP address to perform an analysis 

Correct Answer: B 
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