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QUESTION 1

You need to ensure that objects in an S3 bucket are available in another region. This is because of the criticality of the
data that is hosted in the S3 bucket. How can you achieve this in the easiest way possible? 

Please select: 

A. Enable cross region replication for the bucket 

B. Write a script to copy the objects to another bucket in the destination region 

C. Create an S3 snapshot in the destination region 

D. Enable versioning which will copy the objects to the destination region 

Correct Answer: A 

Option B is partially correct but a big maintenance over head to create and maintain a script when the functionality is
already available in S3 Option C is invalid because snapshots are not available in S3 Option D is invalid because
versioning will not replicate objects The AWS Documentation mentions the following Cross-region replication is a bucket-
level configuration that enables automatic, asynchronous copying of objects across buck in different AWS Regions. For
more information on Cross region replication in the Simple Storage Service, please visit the below URL:
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html The correct answer is: Enable cross region replication for
the bucket 

 

QUESTION 2

A security engineer is responsible for providing secure access to AWS resources for thousands of developer in a
company\\'s corporate identity provider (idp). The developers access a set of AWS services from the corporate premises
using IAM credential. Due to the velum of require for provisioning new IAM users, it is taking a long time to grant access
permissions. The security engineer receives reports that developer are sharing their IAM credentials with others to avoid
provisioning delays. The causes concern about overall security for the security engineer. 

Which actions will meet the program requirements that address security? 

A. Create an Amazon CloudWatch alarm for AWS CloudTrail Events Create a metric filter to send a notification when
me same set of IAM credentials is used by multiple developer 

B. Create a federation between AWS and the existing corporate IdP Leverage IAM roles to provide federated access to
AWS resources 

C. Create a VPN tunnel between the corporate premises and the VPC Allow permissions to all AWS services only if it
originates from corporate premises. 

D. Create multiple IAM rotes for each IAM user Ensure that users who use the same IAM credentials cannot assume the
same IAM role at the same time. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federatedusers.html 
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QUESTION 3

Which of the following is not a best practice for carrying out a security audit? 

Please select: 

A. Conduct an audit on a yearly basis 

B. Conduct an audit if application instances have been added to your account 

C. Conduct an audit if you ever suspect that an unauthorized person might have accessed your account 

D. Whenever there are changes in your organization 

Correct Answer: A 

A year\\'s time is generally too long a gap for conducting security audits The AWS Documentation mentions the
following You should audit your security configuration in the following situations: On a periodic basis. If there are
changes in your organization, such as people leaving. If you have stopped using one or more individual AWS services.
This is important for removing permissions that users in your account no longer need. If you\\'ve added or removed
software in your accounts, such as applications on Amazon EC2 instances, AWS OpsWor stacks, AWS CloudFormation
templates, etc. If you ever suspect that an unauthorized person might have accessed your account. Option B, C and D
are all the right ways and recommended best practices when it comes to conducting audits For more information on
Security Audit guideline, please visit the below URL: https://docs.aws.amazon.com/eeneral/latest/gr/aws-security-audit-
euide.html The correct answer is: Conduct an audit on a yearly basis 

 

QUESTION 4

Some highly sensitive analytics workloads are to be moved to Amazon EC2 hosts. Threat modeling has found that a risk
exists where a subnet could be maliciously or accidentally exposed to the internet. Which of the following mitigations
should be recommended? 

A. Use AWS Config to detect whether an Internet Gateway is added and use an AWS Lambda function to provide auto-
remediation. 

B. Within the Amazon VPC configuration, mark the VPC as private and disable Elastic IP addresses. 

C. Use IPv6 addressing exclusively on the EC2 hosts, as this prevents the hosts from being accessed from the internet. 

D. Move the workload to a Dedicated Host, as this provides additional network security controls and 

monitoring. 

Correct Answer: A 

By default, Private instance has a private IP address, but no public IP address. These instances can communicate with
each other, but can\\'t access the Internet. You can enable Internet access for an instance launched into a nondefault
subnet by attaching an Internet gateway to its VPC (if its VPC is not a default VPC) and associating an Elastic IP
address with the instance. Alternatively, to allow an instance in your VPC to initiate outbound connections to the Internet
but prevent unsolicited inbound connections from the Internet, you can use a network address translation (NAT)
instance. NAT maps multiple private IP addresses to a single public IP address. A NAT instance has an Elastic IP
address and is connected to the Internet through an Internet gateway.You can connect an instance in a private subnet
to the Internet through the NAT instance, which routes traffic from the instance to the Internet gateway, and routes any
responses to the instance. 
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QUESTION 5

A security engineer has enabled AWS Security Hub in their AWS account, and has enabled the Center for Internet
Security (CIS) AWS Foundations compliance standard. No evaluation results on compliance are returned in the Security
Hub console after several hours. The engineer wants to ensure that Security Hub can evaluate their resources for CIS
AWS Foundations compliance. 

Which steps should the security engineer take to meet these requirements? 

A. Add full Amazon Inspector 1AM permissions to the Security Hub service role to allow it to perform the CIS
compliance evaluation 

B. Ensure that AWS Trusted Advisor Is enabled in the account and that the Security Hub service role has permissions to
retrieve the Trusted Advisor security-related recommended actions 

C. Ensure that AWS Config. is enabled in the account, and that the required AWS Config rules have been created for
the CIS compliance evaluation 

D. Ensure that the correct trail in AWS CloudTrail has been configured for monitoring by Security Hub and that the
Security Hub service role has permissions to perform the GetObject operation on CloudTrails Amazon S3 bucket 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub.pdf 
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