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QUESTION 1

A database expert is responsible for building a highly available online transaction processing (OLTP) solution that
makes use of Amazon RDS for MySQL production databases. Disaster recovery criteria include a cross-regional
deployment and an RPO and RTO of 5 and 30 minutes, respectively. 

What should the database professional do to ensure that the database meets the criteria for high availability and
disaster recovery? 

A. Use a Multi-AZ deployment in each Region. 

B. Use read replica deployments in all Availability Zones of the secondary Region. 

C. Use Multi-AZ and read replica deployments within a Region. 

D. Use Multi-AZ and deploy a read replica in a secondary Region. 

Correct Answer: D 

 

QUESTION 2

After restoring an Amazon RDS snapshot from 3 days ago, a company\\'s Development team cannot connect to the
restored RDS DB instance. What is the likely cause of this problem? 

A. The restored DB instance does not have Enhanced Monitoring enabled 

B. The production DB instance is using a custom parameter group 

C. The restored DB instance is using the default security group 

D. The production DB instance is using a custom option group 

Correct Answer: C 

https://aws.amazon.com/premiumsupport/knowledge-center/rds-cannot-connect/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_RestoreFromSnapshot.html 

 

QUESTION 3

A clothing company uses a custom ecommerce application and a PostgreSQL database to sell clothes to thousands of
users from multiple countries. The company is migrating its application and database from its on-premises data center
to the AWS Cloud. The company has selected Amazon EC2 for the application and Amazon RDS for PostgreSQL for
the database. The company requires database passwords to be changed every 60 days. A Database Specialist needs
to ensure that the credentials used by the web application to connect to the database are managed securely. 

Which approach should the Database Specialist take to securely manage the database credentials? 

A. Store the credentials in a text file in an Amazon S3 bucket. Restrict permissions on the bucket to the IAM role
associated with the instance profile only. Modify the application to download the text file and retrieve the credentials on
start up. Update the text file every 60 days. 
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B. Configure IAM database authentication for the application to connect to the database. Create an IAM user and map it
to a separate database user for each ecommerce user. Require users to update their passwords every 60 days. 

C. Store the credentials in AWS Secrets Manager. Restrict permissions on the secret to only the IAM role associated
with the instance profile. Modify the application to retrieve the credentials from Secrets Manager on start up. Configure
the rotation interval to 60 days. 

D. Store the credentials in an encrypted text file in the application AMI. Use AWS KMS to store the key for decrypting
the text file. Modify the application to decrypt the text file and retrieve the credentials on start up. Update the text file and
publish a new AMI every 60 days. 

Correct Answer: C 

 

QUESTION 4

A user has a non-relational key-value database. The user is looking for a fully managed AWS service that will offload
the administrative burdens of operating and scaling distributed databases. The solution must be cost-effective and able
to handle unpredictable application traffic. 

What should a Database Specialist recommend for this user? 

A. Create an Amazon DynamoDB table with provisioned capacity mode 

B. Create an Amazon DocumentDB cluster 

C. Create an Amazon DynamoDB table with on-demand capacity mode 

D. Create an Amazon Aurora Serverless DB cluster 

Correct Answer: C 

Reference: https://aws.amazon.com/dynamodb/ Key-value database-> DynamoDB Capable of dealing with unexpected
application traffic-> on-demand capacity mode A key-value database is a type of nonrelational database that uses a
simple key-value method to store data. A key-value database stores data as a collection of key-value pairs in which a
key serves as a unique identifier. On-demand mode is 

a good option to create new tables with unknown workloads.
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.Read
WriteCapacityMode.html#HowItWorks.OnDemand 

 

QUESTION 5

A Database Specialist must create a read replica to isolate read-only queries for an Amazon RDS for MySQL DB
instance. Immediately after creating the read replica, users that query it report slow response times. 

What could be causing these slow response times? 

A. New volumes created from snapshots load lazily in the background 

B. Long-running statements on the master 

C. Insufficient resources on the master 
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D. Overload of a single replication thread by excessive writes on the master 

Correct Answer: A 

snapshot is lazy loaded If the volume is accessed where the data is not loaded, the application accessing the volume
encounters a higher latency than normal while the data gets loaded https://aws.amazon.com/about-aws/whatsnew/2019
/11/amazon-ebs-fast-snapshot-restore-eliminates-need-for-prewarming-data-into-volumes-created-snapshots/ 
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