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QUESTION 1

Which statement about VPC endpoints is incorrect? 

A. Endpoints are transitive for Direct Connect connections. 

B. Endpoints cannot be extended out of a VPC. 

C. Endpoints cannot be tagged. 

D. An S3 endpoint allows Amazon AMIs to install some software. 

Correct Answer: A 

Explanation: 

Endpoints are not transitive for Direct Connect connections or any other connections. To access S3 

resources through an endpoint from outside of a VPC, an EC2 proxy must be used. 

 

QUESTION 2

Your company just deployed a WAF to protect its resources. You need to create a baseline before you start blocking
traffic. How will you achieve this? 

A. Set the WAF to Monitor mode. 

B. Set the WAF to its defaults and let it do its job. 

C. Setup a Lambda function to monitor Flow Logs and analyze the traffic using Elasticsearch. 

D. A WAF is default deny and does not allow this. You need to use an IDS instead. 

Correct Answer: A 

Explanation: 

Monitor mode is the only good choice. 

 

QUESTION 3

A company wants to migrate a proprietary application from on premises to the AWS Cloud. The application 

implements segregation of different types of network traffic. 

The application uses services that listen to multiple ports on two different IP addresses. One IP address is used for
customer-facing traffic, and the other IP address is used for management traffic. The application requires the IP
addresses to belong to different subnets. 

How can the company deploy the application with the LEAST management overhead? 
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A. Deploy the application to Amazon Elastic Container Service (Amazon ECS). Configure two elastic network interfaces
in the task definition. 

B. Deploy the application to Amazon Elastic Container Service (Amazon ECS). Create an AWS Lambda function to
attach a second elastic network interface. Use an Amazon EventBridge (Amazon CloudWatch Events) rule to invoke the
function. 

C. Deploy the application to an Amazon EC2 instances that has a secondary elastic network interface attached. Select
different subnets for each network interface. 

D. Deploy the application to Amazon Elastic Container Service (Amazon ECS). Create an AWS Lambda function to
attach a second elastic network interface. Use an AWS Step Functions workflow to invoke the function. 

Correct Answer: C 

 

QUESTION 4

Within the TCP/IP model what is the name of the Packet Data Unit (PDU) used between Transport Layers for
communication between sender and receiver 

A. Frames 

B. Packets 

C. Data 

D. Segments 

Correct Answer: D 

Explanation: 

Segments is the PDU used between transport layers. 

Reference: https://en.wikipedia.org/wiki/Transmission_Control_Protocol 

 

QUESTION 5

You have multiple Amazon Elastic Compute Cloud (EC2) instances running a web server in a VPC configured with
security groups and NACL. You need to ensure layer 7 protocol level logging of all network traffic (ACCEPT/REJECT)
on the instances. What should be enabled to complete this task? 

A. CloudWatch Logs at the VPC level 

B. Packet sniffing at the instance level 

C. VPC flow logs at the subnet level 

D. Packet sniffing at the VPC level 

Correct Answer: A 
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