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QUESTION 1

Cross Site Script (XSS) attacks refer to a kind of attack by tampering the webpage using HTML injection to insert
malicious scripts so as to control the user\\'s browser when the user browses the webpage XSS vulnerabilities may be
used for user identity stealing (particularly the administrator identity), behavior hijacking, Trojan insertion and worm
spreading, and also phishing 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 2

In which of the following scenarios is Alibaba Cloud Security Center applicable? (Number of correct answers 3) 

A. Setting up web server to provide web service to public 

B. Penetration testing 

C. Creating an ECS with generic software 

D. Batch server security OandM 

E. Network security protection for ad campaigns or other activities 

Correct Answer: BDE 

 

QUESTION 3

Anti-DDoS Premium Service is a value-added service intended to address the problem of service 

interruption caused by DDoS attack to servers including non-Alibaba Cloud hosts) 

Users can configure a protected IP address so that the attack traffic can be redirected to this IP address, 

thereby ensuring the stability and reliability of the origin site. When a user configures Anti-DDoS Premium 

Service and imports an HTTPS certificate, the system prompts an "incorrect parameter format" error. 

Which of the following is NOT the reason of this error? 

A. The certificate contains strings like "---" 

B. The name of the certificate contains invalid letters 

C. The certificate contains nonstandard content 

D. The name of the certificate is too long to be accepted 

ACP-SEC1 PDF Dumps | ACP-SEC1 Practice Test | ACP-SEC1 Study Guide                                2 / 3

https://www.pass4itsure.com/acp-sec1.html
https://www.pass4itsure.com/acp-sec1.html
https://www.pass4itsure.com/acp-sec1.html


https://www.pass4itsure.com/acp-sec1.html
2024 Latest pass4itsure ACP-SEC1 PDF and VCE dumps Download

Correct Answer: C 

 

QUESTION 4

When users log on to ECS instances through SSH or remote desktop from public Internet, Alibaba Cloud Security
Center will monitor the log on behaviors 

If an IP address uses incorrect password to log on to an ECS instance for too many times, an alert "ECS instance
suffers brute force password cracking" will be prompted If you receive this alert, which of the following is the safest way
to handle this alert? 

A. This alert does not matter and can be ignored. 

B. Inform all users on the service platform of changing their passwords, and eliminate simple passwords using technical
measures 

C. Log on immediately to the ECS instance and check the logon logs If no abnormal logon success record is found
ignore this alert. 

D. Update the system user password immediately for the ECS instance, and enable the security group firewall to allow
only specified IP addresses to connect to the ECS instance 

Correct Answer: D 

 

QUESTION 5

Clean bandwidth refers to the maximum normal clean bandwidth that can be processed by Anti-DDoS Premium
instances when your business is not under attack. Make sure that the Clean bandwidth of the instance is greater than
the peak value of the inbound or outbound traffic of all services connected to the Anti-DDoS Premium instances 

If the actual traffic volume exceeds the maximum Clean bandwidth, your business may be subject to traffic restrictions
or random packet losses, and your normal business may be unavailable, slowed, or delayed for a certain period of time 

A. True 

B. False 

Correct Answer: A 
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