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QUESTION 1

You are importing your own key material in to Key Management Service (KMS). Which of the following is the correct
sequence of steps to follow? 

A. 1 Create an external key 2 Get the "import key material" parameters 3 Import the key material 

B. 1 Import the key material 2 Get the "import key material" parameters 3 Create an external key 

C. 1 Create an external key 2 Import the key material 3 Get the "import key material" parameters 

D. 1 Get the "import key material" parameter 2 Create an external key 

3. Import the key material 

Correct Answer: A 

 

QUESTION 2

Which of the following attacks can Alibaba Cloud Anti-DDoS Basic defend against? (Number of coned answers 4) 

A. ACK Flood 

B. UDP Flood 

C. CMP Flood 

D. Brute force password cracking 

E. SYN Flood 

Correct Answer: ABDE 

 

QUESTION 3

When the agent of Alibaba Cloud Security Center running on a server, it normally uses less than 1% of the CPU and 10
MB of memory, which can void affecting the server\\'s performance 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 4

Alibaba Cloud Security Center Agent is installed in ECS instances by default, no need to install it manually Users can
detach Security Center Agent at any time they desire. 
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A. True 

B. False 

Correct Answer: B 

 

QUESTION 5

In a public cloud environment Alibaba Cloud is responsible for security of cloud computing infrastructure (such as the
IDC environment, physical server OandM, and virtualization layer of cloud products). However, you still need to perform
necessary security optimization measures for the Cloud products you purchased. Which of the following actions do you
think are safe? 

A. To reduce the communication cost, five administrators of the company use the root account to log on to the ECS
instance. 

B. After buying an ECS instance, enable the security group firewall for the ECS instance through the console, and only
allow a management IP address to remotely log on to the ECS instance. 

C. For easy management, change the administrator password for the ECS instance to 123456. 

D. To enable colleagues working at home to update data, open public IP addresses for ApsaraDB for RDS instances,
and allow all IP addresses to connect to the instances 

Correct Answer: B 
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