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QUESTION 1

A large enterprise wants to migrate the entire business system to Alibaba Cloud to save the overall IT procurement and
OandM costs From the security aspect, the company requires that

1.
Must support secured remote OandM because the administrator often takes business trips.
2.

Networks between subsystems should be isolated because subsystems are independently used by different
departments

Which of the followings should be used together to meet the company\\'s requirements? (Number of correct answers: 3)

A. Enable the VPN on the bastion host (or directly use the VPN image on Alibaba Cloud Marketplace). The
administrator uses VPN encrypted communication during OandM.

B. Build an independent ECS instance as the bastion host or remote logon and OandM, and authorize the bastion host
to access ECS instances running other subsystems.

C. Use the security group function of the ECS instance, and respectively deploy ECS instances running different
subsystems to independent security groups.

D. Create multiple ECS instances in the VPC to install subsystems of different departments- Allocate only Intranet IP
addresses to all ECS instances, and deploy them in the same security groups.

Correct Answer: ABD

QUESTION 2

An online education website is built based on ECS. SLB and Auto Scaling, which greatly reduces resource cost, OandM
cost and without compromising system stability and user experience.

Now. the website admin wants to keep the user information (such as source IP, accessed URLs, and duration on each
page) for analysis to support their upcoming campaign events In this case, which of the following statements is NOT
correct?

A. Let each ECS instance in the scaling group keeps the user access information it processes Thus, the data saved by
these ECS instances can be accessed and analyzed at any time, making the solution not only simple, but also efficient
reliable, and cost-effective.

B. Save user-related access information to ApsaraDB for RDS in real time or quasi real time, which can then be used for
performing query and analysis.

C. Synchronize user-Synchronize user-related access information to ApsaraDB for Memcache in real time or quasi real
time. Then, access Memcache using an application or make the data in Memcache persistent based on certain rules
and then can use the persistent data for further analysis.

D. Synchronize user-related access information to OSS in real time or quasi real time for further use
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Correct Answer: C

QUESTION 3

A Virtual Private Cloud (VPC) is an isolated network environment that is completely isolated from each other The
following statements about VPC are correct . (Number of correct answers: 2)

A. Each VPC has an independent tunnel ID, and a tunnel ID corresponds to a virtualized network.

B. Subnets can be divided like the traditional network environment. Different cloud servers within each subnet are
connected by the same router and different subnets are interconnected by switches.

C. ECS instances in a VPC use security group firewalls for Layer 2 network access control.

D. The internal networks of different VPCs are completely isolated and can be interconnected through IP addresses
mapped to the outside.

Correct Answer: BD

QUESTION 4

Alibaba Cloud Content Delivery Network (CDN) performs content acceleration with the support of intelligent DNS
resolution The following function is NOT included in intelligent DNS resolution.

A. A user request is directed to the server nearest to the customer based on location information of the pre-configured
IP section.

B. The intelligent DNS resolution can parse the same domain name into different IP addresses based on the IP of
different visitors.

C. The intelligent DNS resolution supports web page content caching. A user will receive data from the origin site at first-
time access, and then will be reading data from cache in subsequent requests

D. If a user activates mirror sites in different IDCs, intelligent DNS resolution can achieve load balancing by guiding
customers in different places to different mirror sites.

Correct Answer: D

QUESTION 5

All RDS for MySQL backups are full backups.
A. True

B. False

Correct Answer: A
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