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QUESTION 1

An access port has been placed in trusted mode. The VLAN on the port is in Untrusted mode. Which of the following
statements is true?

A. The traffic is trusted since the port is trusted

B. The traffic is untrusted since the VLAN is untrusted

C. This is an invalid configuration, both must be set the same

D. You cannot set VLANSs as trusted or untrusted

E. Only traffic from that specific port is trusted, all other traffic is untrusted

Correct Answer: B

QUESTION 2
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AAA Profile > employeel-aaa_prof Show Reference Save As Reset
Initial role logon H
MAC Authentication Default Role guest -
802.1X Authentication Default Role employee .
Download Role from CPPM £
L2 Authentication Fail Through
Multiple Server Accounting
Enable
User idle timeout
seconds
RADIUS Interim Accounting
User derivation rules scanner <
Wired to Wireless Roaming [+
SIP authentication role ~=MNONE-- A
Device Type Classification #
Enforce DHCP
PAN Firewall Integration
B02.1X Authentication Profile > dotix_prof-bsi53 Show Reference Save As Reset
Basic Advanced
Max authentication failures 0 I
Enforce Machine Authentication IE
Machine Authentication: Defauit Machine Role i_:l_l;n_?al_l_ 3
Machine Authentication: Default User Role guest H
Reauthentication
Termination
Termination EAP-Type eap-tls eap-peap
Termination Inner EAP-Type eap-mschapv2 eap-gtc
The screen captures above show the 802.1X authentication profile and AAA profile settings for a VAP.
Ifmachineauthenticationfailsanduserauthenticationpasses, whichrolewillbeassigned?
A. employee
B. guest
C. denyall
D. logon
E. no role is assigned
Correct Answer: B
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QUESTION 3

Which command will show all client association history?
A. show mobile trail current (ip address)

B. show ip mobile trail (ip address)

C. show ap client status (mac address)

D. show current client ip (ip address)

E. show client ip (ip address) mobility

Correct Answer: B

QUESTION 4

The Aruba Policy Enforcement Firewall (PEF) module supports source network address translation (srcnat).
Which is a use of this statement in an Aruba configuration?

A. provide a single source IP address for users in a role

B. redirect Captive Portal HTTP sessions

C. redirect Access Points to another Aruba controller

D. provide IP addresses to clients

E. redirects clients to Aruba Firewall

Correct Answer: A

QUESTION 5

A university, has 2 departments. Department 1 has its own mobility domain with one controller. Department
2 has multiple controllers configured in a second domain. The university is planning on offering a new
application and needs users to be able to roam between both mobility domains.

What is the best way to accomplish this?

A. The 2 existing domains should be left as they are. A 3rd mobility domain should then be created and all 3 controllers
need to be added to it

B. Merge the controllers into the same mobility domain

C. The IP subnets of all controllers need to be configured to match
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D. This cannot be accomplished

E. Create a new domain between a department 1 controller and one of the department 2 controllers

Correct Answer: B
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