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QUESTION 1

Refer to the following configuration segment for this item.

netdestination "internal"

no invert

network 172.16.43.0 255.255.255.0 position 1

range 172.16.11.0 172.16.11.16 position 2

ipaccess-listsession"My-Policy"

alias "user" alias "internal" service any permit queue low

A user frame is evaluated against this firewall policy with the following attributes:

Source IP: 172.17.49.3 Destination IP: 10.100.86.37 Destination Port: 80 Referring to the above file
segment, how will the frame be handled by this firewall policy?

A. The frame will be dropped because of the implicit deny all at the end of the netdestination definition.
B. The frame will be dropped because of the implicit deny all at the end of the firewall policy.

C. The frame will be forwarded because of the implicit permit all at the end of the firewall policy.

D. The frame will be passed because there is no service specified in the firewall policy.

E. The frame will be dropped because there is no service specified in the firewall policy.

Correct Answer: B

QUESTION 2

A client device associates with an SSID provisioned with 802.1X authentication. The client is set for LEAP
authentication. EAP termination (AAA Fastconnect) is enabled on the controller. But the client continuously cycles
through the authentication process. Which of the following could cause this?

A. The Radius server is rejecting the client credentials.

B. The client has an expired or revoked server certificate.

C. The DHCP server is not enabled.

D. The VLAN is missing for the SSID.

E. The controller does not support LEAP in this mode.

Correct Answer: E
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QUESTION 3

AAA Profile > employeel-aaa_prof Show Reference Save As

Reset

i

Initial role logon

MAC Authentication Default Role guest =

a“w

802.1X Authentication Default Role employee

Download Role from CPPM

L2 Authentication Fail Through

Multiple Server Accounting

Enable
User idie timeout
seconds

RADIUS Interim Accounting

dF

User derivation rules SCanner

Wired to Wireless Roaming v

SIP authentication role --NONE--

Device Type Classification #

Enforce DHCP

PAN Firewall Integration

B02.1X Authentication Profile > dotix_prof-bsi53 Show Reference Save As

Basic Advanced

Reset

Max authentication failures 0 I

Enforce Machine Authentication IE]

Machine Authentication: Defauit Machine Role denyall

|4k

Machine Authentication: Default User Role guest -

Reauthentication

Termination

Termination EAP-Type eap-tls eap-peap

Termination Inner EAP-Type eap-mschapv2 eap-gtc

The screen captures above show the 802.1X authentication profile and AAA profile settings for a VAP.
Ifmachineauthenticationfailsanduserauthenticationpasses, whichrolewillbeassigned?

A. employee
B. guest

C. denyall
D. logon

E. no role is assigned
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Correct Answer: B

QUESTION 4

Metwork > All WLAN Controllers

Network Controllers

IP Address Name Location Type Model Version Status
10.1.10.100 Master Buildingl.floorl master Aruba7030 6.4.2.5_48774 up
10.1.20.100 Locall Buildingl.fleorl local Aruba7 030 6.4.2.5_ 48774 up
10.254.1.3 Table3 Buildingl.floorl lacal Aruba32od 6.4.2.5 48774 up

Refer to the above screen capture. By default, which controller\\'s internal database will be used for user
authentication?

A. Controller 10.1.10.100 only

B. Controller 10.1.20.100 and 10.254.1.3 only
C. All three Controllers

D. You can\\'t tell from this screen

E. The Controller with the user session

Correct Answer: A

QUESTION 5

A port on a controller has been configured as untrusted. No wired access AAA profile or Global AAA profile is
configured. When a user connects to that port which of the following statements is true?

A. Since there is no wired access AAA profile, only port policies will be applied
B. The user will fall into the default wired access AAA profile and will be given the initial role.
C. Since there is no wired access AAA profile or Global AAA profile the user will be given the logon role.

D. When configuring the port as untrusted, an error message of "no wired access AAA profile exists" Therefore this is an
invalid configuration.

E. The user is denied all access automatically because no wired access AAA or Global AAA profile is assigned.

Correct Answer: C
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