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QUESTION 1

In a campus environment, where are encryption keys sent or stored when users roam between tunneled mode APs on
the same controller using 802.1X? 

A. sent to the new AP via GRE 

B. sent to the new AP via IPSec 

C. stored on the controller 

D. stored on the RADIUS server 

E. original AP sends keys to new AP 

Correct Answer: C 

 

QUESTION 2

As illustrated in the above diagram, a company has two campus locations and a building headquarters all located in
different cities. 

Following best practices, what would be the best way to construct mobility domains for the company? 
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A. Buildings (1, 2) in one domain and Buildings (3, 4, 5, 6) in one domain 

B. Buildings (1, 2) in one domain, Building (3) in one domain, and Buildings (4, 5, 6) in one domain 

C. Buildings (1, 2, 4, 5, 6) in one domain and Building (3) in one domain 

D. Buildings (1, 2, 3, 4, 5, 6) in one domain 

E. Buildings (1) in one domain building (4) in one domain 

Correct Answer: B 

 

QUESTION 3

Which of the following could be used to set a user\\'s post-authentication role or VLAN association? (Choose two) 

A. AAA default role for authentication method 

B. Server Derivation Rule 

C. Vendor Specific Attributes 

D. AP Derivation Rule 

E. The Global AAA profile 

Correct Answer: BC 

 

QUESTION 4

A client attaches to a secure jack interface set to untrusted. But when the client tries to access the captive portal page,
the following message appears, "Web Authentication is not enabled." What might be wrong? 

A. The client has the browser provisioned with proxy settings. 

B. The controller port needs to be set to trusted. 

C. A "aaa" profile needs to be selected on the Wired Access page. 

D. A Captive Portal profile needs to be assigned to the initial role. 

E. Web Authentication cannot be used in this way. 

Correct Answer: D 

 

QUESTION 5

By default, how long will an AP scan a single channel when ARM is enabled? 

A. 80 milliseconds 
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B. 90 milliseconds 

C. 100 milliseconds 

D. 110 milliseconds 

E. 200 milliseconds 

Correct Answer: D 
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