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QUESTION 1

A Remote AP provisioned in "Split-Tunnel" Forwarding mode has which of the following characteristics?
A. Local traffic first goes to the controller and is then spilt back to the local network.

B. User Traffic is CPSec encrypted before it is sent to the controller.

C. The user role must have a "Permit" statement in order to locally bridge the traffic.

D. The user role must have a "permit dst-nat" statement to locally bridge the traffic.

E. The RAP uses UDP 4500 to send traffic to the controller.

Correct Answer: E

QUESTION 2

With Fast-Failover disabled, to which IP address should the Aruba AP terminate its GRE tunnel for layer 2 controller
redundancy to work and to support failover of access points?

A. VRRP IP address

B. management IP of an Aruba controller

C. management IP of the backup Aruba controller
D. HSRP IP address

E. Loopback IP address of backup Aruba controller

Correct Answer: A

QUESTION 3

Which parameter(s) does a Master controller use to determine where a provisioned AP should terminate its GRE
tunnel?

A. the IP address of the AP

B. the MAC address of the AP

C. the IP address of the switch nearest to the AP
D. the name and group settings of the AP

E. the VLAN the AP is attached to

Correct Answer: D
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The screen captures above show the 802.1X authentication profile and AAA profile settings for a VAP.

AAA Profile = default Show Reference Save As Reset |
Initial role | Iai_:-]un. = |
MAC Authentication Default Role | guest =
802.1X Authentication Default Role [ employee 2
L2 Authentication Fail Through [
|_|Enable
User idle timeout .
seconds |
RADIUS Interim Accounting &
User derivation rules [ —-NOME-- = |
Wired to Wireless Roaming @
SIP authentication role | =—~MNOMNE-- :. |
Device Type Classification EI
Enforce DHCP ]
B02.1X Authentication Profile > | default P [ Show Reference Save As Reset
Basic @ Advanced
Max authentication failures i“
Enforce Machine Authentication IE
Machine Authentication: Default Machine Role | .guest g
Machine Authentication: Default User Role | guest =3
Reauthentication &
Termination 5,
Termination EAP-Type eap-tls eap-peap
Termination Inner EAP-Type eap-mschapwv2 eap-gtc
If machine authentication passes and user authentication fails, which role will be assigned?
A. employee
B. guest
C. contractor
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D. logon
E. no role is assigned

Correct Answer: B

QUESTION 5

Which of the following could be used to set a user\\'s post-authentication role or VLAN association? (Choose two)
A. AAA default role for authentication method

B. Server Derivation Rule

C. Vendor Specific Attributes

D. AP Derivation Rule

E. The Global AAA profile

Correct Answer: BC
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