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QUESTION 1

The screen captures below show the 802.1X authentication profile and AAA profile settings for a VAP.

AAA Profile = default Show Reference Save As Reset |
Initial role | Iai_:-]un. = |
MAC Authentication Default Role | guest =
802.1X Authentication Default Role [ employee 2
L2 Authentication Fail Through [
|_|Enable
User idle timeout .
seconds |
RADIUS Interim Accounting &
User derivation rules [ —-NOME-- = |
Wired to Wireless Roaming @
SIP authentication role | =—~MNOMNE-- :. |
Device Type Classification EI
Enforce DHCP ]
B02.1X Authentication Profile > | default =1| Show Reference Save As Reset
Basic @ Advanced
Max authentication failures i“
Enforce Machine Authentication IE
Machine Authentication: Default Machine Role | .guest g
Machine Authentication: Default User Role | guest =3
Reauthentication &
Termination 5,
Termination EAP-Type eap-tls gap-peap
Termination Inner EAP-Type eap-mschapwv2 eap-gtc
If machine authentication fails and user authentication passes, which role will be assigned?
A. employee
B. guest
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C. contractor
D. logon
E. no role is assigned

Correct Answer: B

QUESTION 2

Which of the following are NOT valid RAP forwarding modes? (Choose two)
A. Tunnel

B. Bridge

C. Split-Tunnel

D. Backup

E. Standard

Correct Answer: DE

QUESTION 3

Which netdestination aliases are built into the controller? (Choose three)
A. logon

B. any

C. user

D. guest

E. localip

Correct Answer: BCE

QUESTION 4

What is the first role a user is given when a user associates to an open WLAN?
A. The guest post authentication role

B. The initial role in the captive portal profile

C. The role in the server group profile

D. The initial role in the AAA profile
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E. The initial role in the 802.1x profile

Correct Answer: D

QUESTION 5

Which of the following are valid RAP operating modes?
A. Always, Backup, Standard, Persistent

B. Always, Backup, Tunnel, Persistent

C. Always, Hotel-Connect, Tunnel, Standard

D. Backup, Hotel-Connect, Standard, Persistent

E. Backup, Normal, Tunnel, Always

Correct Answer: A
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