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QUESTION 1

Which of the following represents HTTP traffic events that can be used to identify potential Botnets?

A. Traffic from users that browse to IP addresses instead of fully-qualified domain names, downloading
W32.Welchia.Worm from a Windows share, traffic to domains that have been registered in the last 30 days,

downloading executable files from unknown URL\\'s

B. Traffic from users that browse to IP addresses instead of fully-qualified domain names, traffic to domains that have
been registered in the last 60 days, downloading executable files from unknown URL\\'s

C. Traffic from users that browse to IP addresses instead of fully-qualified domain names, traffic to domains that have
been registered in the last 60 days, downloading executable files from unknown URL\\'s, IRC-based Command and
Control traffic

D. Traffic from users that browse to IP addresses instead of fully-qualified domain names, traffic to domains that have
been registered in the last 30 days.

Correct Answer: D

QUESTION 2

Which of the following must be configured when deploying User-ID to obtain information from an 802.1x authenticator?
A. Terminal Server Agent

B. An Agentless deployment of User-1D, employing only the Palo Alto Networks Firewall

C. A User-ID agent, with the "Use for NTLM Authentication” option enabled.

D. XML API for User-ID Agent

Correct Answer: D

QUESTION 3

You have decided to implement a Virtual Wire Subinterface. Which options can be used to classify traffic?
A. Either VLAN tag or IP address, provided that each tag or ID is contained in the same zone.

B. Subinterface ID and VLAN tag only

C. By Zone and/or IP Classifier

D. VLAN tag, or VLAN tag plus IP address (IP address, IP range, or subnet).

Correct Answer: D

QUESTION 4
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Taking into account only the information in the screenshot above, answer the following question. Which applications will
be allowed on their standard ports? (Select all correct answers.)

Zone  Addess User Zone  Address Applcation Servie Action Prfile
[ER trust  any arvy PR Internst ~ any unknown-p2p ay ® | none

E unknoven-tcp
Lo |_|.jp
PER trust | any any | R Internet | any [ ssh ¥ application-default

[ER trust  any &y PR Internet  any [} bettorrent &y

@00

iR trust | any any PR Internet | any @ ¥ p2p induding skype | &y

A. BitTorrent
B. Gnutella
C. Skype

D. SSH

Correct Answer: AD

QUESTION 5

When Network Address Translation has been performed on traffic, Destination Zones in Security rules should be based
on:

A. Post-NAT addresses

B. The same zones used in the NAT rules
C. Pre-NAT addresses

D. None of the above

Correct Answer: A
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