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QUESTION 1

Which of the following options is the correct order of steps of a Policy Service request?
1) Clearpass tests the request against Service Rules to select a Policy Service.

2) Clearpass applies the Enforcement Policy.

3) Negotiation of the Authentication Method occurs between the NAD and Clearpass.
4) Clearpass sends the Enforcement Profile attributes to the NAD.

5) NAD forwards authentication request to Clearpass.

A.1,3,2,4,5

B.5,1,3,2,4

C.5,1,3,4,2

D.1,2,3,4,5

E.2,3,4,51

Correct Answer: B

QUESTION 2

Which of the following checks are made with OnGuard posture evaluation in Clearpass? (Choose 3)
A. Peer-to-peer application checks

B. Client role check

C. EAP TLS certificate validity

D. Registry keys

E. Operating System version

Correct Answer: ADE

QUESTION 3

A hotel chain recently deployed ClearPass Guest. A guest enters the hotel and connects to the Guest SSID. They
launch their web browser and type in www.google.com, but they\\'re unable to immediately see the web login page.

Which of the following could be causing this? (Choose 2):

A. The DNS server is not replying with an IP address for www.google.com.
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B. The guest is using a Linux laptop which doesn\\'t support web login.

C. The ClearPass server has a server certificate issued by Verisign.

D. The ClearPass server has a server certificate issued by the internal Microsoft Certificate Server.
E. The ClearPass server does not recognize the client\\'s certificate.

Correct Answer: AD

QUESTION 4

Which of the following statements is true about Certificate Authorities in ClearPass Onboard?

A. ClearPass cannot operate as a root CA.

B. The root CA needs to be connected to the network to perform CRL checks.

C. ClearPass Onboard CA is always configured as an Intermediate CA that is part of an Enterprise PKI.
D. ClearPass Onboard CA can operate either as a root CA, or as an Intermediate CA.

E. Clearpass cannot operate as an intermediate CA.

Correct Answer: D

QUESTION 5

Refer to the screenshot below: This authentication method is applied to a service processing EAP-TLS authentications.
Which of the following is FALSE?
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A IO Ny ClearPass Policy Manager

networkas

Dashboard L] Configuration » Authentication » Methods
[&] Monitoring 4] Authentication Methods

‘fu Configuration =)
L} Start Here Sl Edit Authentication Method
{} Service Templates l
£k Services m
- & Authentication Nama: [EAP TLS Witk OCSP Enabled]
W Description: EAP-TLS with OCSP '
L Sources ‘enabled; recommended for
Q 1dentity Onboard
LI Single Sign-On (SS0) Type: EAP-TLS
L} Local Users
i s i
% Onboard Devices Session Resumption: [ Enable
£% Endpoints Session Timeout: | & | hours
{} Static Host Lists Authorization Required: [¥] Enable
1} Roles Certificate Comparison: ' Do not compare EI
1} Role Mappings Verify Certificate using OCSP: Required El
# [ posture Override OCSP URL from Client: [¥ Enable
c 3Enf0rcement OCSP URL: http://localhostguestmdps_ocsg
- Network

£k Device Groups

A. Devices with revoked certificates will not be allowed access

B. Devices with deleted certificates will not be allowed access

C. Devices will perform OCSP check to their laptop\\'s localhost OCSP server
D. Devices will perform OCSP check with Clearpass

Correct Answer: C
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