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QUESTION 1

Which of the following statements is true about certificate revocation? 

A. Onboard cannot revoke device certificates. 

B. Revoked certificates are automatically deleted from Certificate Management. 

C. When a certificate is revoked, OCSP checks for certificate validity will fail. 

D. A revoked certificate becomes valid again after 24 hours. 

E. Certificates can only be revoked once they expire. 

Correct Answer: C 

 

QUESTION 2

Refer to the screen capture below: 

Based on the Endpoint Profiler output shown here, which of the following statements is true? 

A. The devices have been profiled using DHCP fingerprinting. 

B. There are 5 devices profiled in the Computer Device Category. 
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C. Apple devices will be profiled in the SmartDevice category. 

D. There is only 1 Microsoft Windows device present in the network. 

E. The linux device with MAC address 000c29fd8945 has not been profiled. 

Correct Answer: B 

 

QUESTION 3

Which of the following statements is NOT true about the configuration of a generic LDAP server as an External
Authentication Server in Clearpass? 

A. The bind DN can be in the administrator@domain format. 

B. The list of attributes fetched from an LDAP server can be customized. 

C. An LDAP Browser can be used to search the Base DN. 

D. Multiple LDAP servers cannot be configured as authentication sources. 

E. Generic LDAP servers can be used as authentication sources. 

Correct Answer: A 

 

QUESTION 4

Refer to the screen capture below: 

Based on the Enforcement Policy configuration shown in the capture, what Enforcement Profile will an employee
connecting an iOS device to the network for the first time receive using EAP- PEAP? 

A. Deny Access Profile 

B. Onboard Post-Provisioning - Aruba 
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C. Onboard Pre-Provisioning Aruba 

D. Cannot be determined 

E. Onboard Device Repository 

Correct Answer: C 

 

QUESTION 5

Refer to the screenshot below: This authentication method is applied to a service processing EAP-TLS authentications.
Which of the following is FALSE? 

A. Devices with revoked certificates will not be allowed access 

B. Devices with deleted certificates will not be allowed access 

C. Devices will perform OCSP check to their laptop\\'s localhost OCSP server 

D. Devices will perform OCSP check with Clearpass 

Correct Answer: C 
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