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QUESTION 1

Refer to the screen capture below: If a user from the department "Product Management" connects on Monday to a NAD
device that belongs to the Device Group HQ, what role is assigned to the user in Clearpass?

R roi  rrong e

Policy:
Policy Name: WLAN role mapping
Description:
Default Role: [Guest]

Mapping Rules:
Rules Evaluation Algorithm: First applicable

Conditions Role Name

'(Authorization:remctelab AD:Department EQUALS Product Management)
OR (Authorization: remotelab AD:UserDN EQUALS Executive)

2.|(Authorization: [Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Windows) Vendor
(Authorization: [Endpoints Repository]:Category CONTAINS SmartDevice)

1. Executive

3./ AND (Authorization: [ Endpoints Repository]:0S Family EQUALS_IGNORE_CASE Apple) 'OS Device

4. (Authorization:remotelab AD:UserDN EXISTS ) [Employee]
(Authorization:remotelab AD:Department EQUALS HR)

5.|0R (Connection:NAD-IP-Address BELONGS_TO_GROUP HQ) HR Local

OR (Date: Day-of-Week NOT_BELONGS_TO Saturday, Sunday)

(Host:OSType CONTAINS Fedora)

6./0OR (Host:OSType CONTAINS Redhat) Linux User
OR (Host:OSType CONTAINS Ubuntu)

A. Executive
B. HR Local
C. Employee
D. Guest

E. Linux Hosts

Correct Answer: A

QUESTION 2

How is Authorization used in a Policy Service? Refer to the diagram below: A. It allows us to use attributes stored in
databases in role mapping and Enforcement.
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Roles

N

= Posture
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1| Enforcement

B. It allows us to use attributes stored in databases in role mapping only, but not Enforcement.
C. It allows us to use attributes stored in databases in Enforcement only, but not role mapping.

D. It allows us to use attributes stored in external databases for Enforcement, but authorization does not use internal
databases for reference.

E. It allows us to use attributes stored in internal databases for Enforcement, but authorization does not use external
databases for reference.

Correct Answer: A

QUESTION 3

Below is a screenshot of a Captive Portal Authentication profile inside the Aruba Controller:
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Captive Portal Authentication Profile > default Show Reference ] Save As Reset
Default Role guest - Default Guest Role guest v
Redirect Pause 107 sec User Login &3]

Guest Login F Logout popup window ]
Use HTTP for authentication | Logon wait minimum wait E sec
Logon wait maximum wait _107 sec :;gr::h;:it e |_60 Y%
Max Authentication failures o ] Show FQDN B
Use CHAP (non-standard) i} Login page :yéﬁif{l_tnaﬂx.—ﬁirﬁr
Welcome page |/auth/welcome. html ' Show Welcome Page ]
Add mﬂch 1P address in the A A!Iov!r only one active user A
redirection URL session

.| s | Delete
White List |  Black List [|

Show the acceptable use policy Fl
page )

Which field would you change so that guest users are redirected to the ClearPass Captive Portal when they connect to
the Guest SSID?

A. Login Page

B. Welcome Page

C. Both Login and Welcome Page
D. Default Role

E. Default Guest Role

Correct Answer: A

QUESTION 4

What does a client need for it to perform EAP-TLS successfully? (Choose 2)
A. Username and Password

B. Client Certificate

C. Pre-shared key

D. Certificate Authority

E. Server Certificate

Correct Answer: BE
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QUESTION 5

A hotel chain recently deployed ClearPass Guest. A guest enters the hotel and connects to the Guest SSID. They
launch their web browser and type in www.google.com, but they\\'re unable to immediately see the web login page.

Which of the following could be causing this? (Choose 2):

A. The DNS server is not replying with an IP address for www.google.com.

B. The guest is using a Linux laptop which doesn\\'t support web login.

C. The ClearPass server has a server certificate issued by Verisign.

D. The ClearPass server has a server certificate issued by the internal Microsoft Certificate Server.
E. The ClearPass server does not recognize the client\\'s certificate.

Correct Answer: AD
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