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QUESTION 1

Refer to the screenshot below: Based on the above configuration, which of the following statements is true? 

A. ClearPass is configured as a Root CA. 

B. ClearPass is configured as the Intermediate CA. 

C. ClearPass has an expired server certificate. 

D. The arubatraining-REMOTELABSERVER-CA will issue client certificates during Onboarding. 

E. This is not a valid trust chain since the arubatraining-REMOTELABSERVER-CA has a self- signed certificate. 

Correct Answer: B 

 

QUESTION 2

Refer to the screenshot below of a MAC Caching enforcement policy: 
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Which of the following is true? 

A. Only a user with Controller role of [Guest] will be allowed to authenticate 

B. Only a user with Clearpass role of [Guest] and that has authenticated using the web login page less than 5 minutes
ago, will have their MAC authentication succeed 

C. Only a user with Clearpass role of [Guest] and that has authenticated using the web login page more than 5 minutes
ago, will have their MAC authentication succeed 

D. Only a user whose last MAC authentication was less than 5 minutes ago, will have their MAC authentication
succeed 

Correct Answer: B 

 

QUESTION 3

Which of the following conditions can be used for rule creation of an Enforcement Policy? (Choose 3) 

A. System Time 

B. Clearpass IP address 

C. Posture 

D. Switch VLAN 

E. Connection Protocol 

Correct Answer: ACE 

 

QUESTION 4
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Which of the following steps are required to use ClearPass as a TACACS+ Authentication server for a network device?
(Choose 2) 

A. Configure the ClearPass Policy Manager as an Authentication server on the network device. 

B. Configure ClearPass roles on the network device. 

C. Configure RADIUS Enforcement Profile for the desired privilege level. 

D. Configure TACACS Enforcement Profile for the desired privilege level. 

E. Enable RADIUS accounting on the NAD device. 

Correct Answer: AD 

 

QUESTION 5

A customer would like to deploy ClearPass with the following objectives: Every day, 100 employees authenticate with
their corporate laptops using EAP-TLS. Every Friday, there is a meeting with business partners and an additional 50
devices authenticate using Web Login Guest Authentication. 

Which of the following is correct? (Choose 2) 

A. When counting policy manager licenses, they need to include the additional 50 business partner devices 

B. When counting policy manager licenses, they can exclude the additional 50 business partner devices 

C. They should purchase guest licenses 

D. They should purchase onboard licenses 

E. They should purchase onguard licenses 

Correct Answer: AC 
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