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QUESTION 1

Mark works as a Network Administrator fot Blue Well Inc. The company has a Windows-based network. Mark is facing a
series of problems with email spam and identifying theft via phishing scams. He wants to implement the various security
measures and to provide some education because it is related to the best practices while using email. Which of the
following can Mark use to minimize the spam amount that is hitting the Microsoft Exchange server of the company? 

A. Enable reverse DNS lookup 

B. Use Read-only Domain Controller 

C. Add Sender Policy Framework 

D. Permit User Account Control 

Correct Answer: A 

To minimize the amount of spam that is hitting the Microsoft Exchange server, it is required to enable reverse DNS
lookup on the SMTP virtual server. It forces a system to crosscheck the domain name with a PTR record (IP address 

associated with the domain name) and if the IP address is not matched the record associated with that domain name, it
will not delivered. 

Answer: C is incorrect. SPF is used to permit the administrator to configure the server to establish who is acceptable to
send email from their domain. Answer: D is incorrect. User Account Control (UAC) is a technology and security 

infrastructure introduced with Microsoft\\'s Windows Vista and Windows Server 2008 operating systems, with a more
relaxed version also present in Windows 7 and Windows Server 2008 R2. It aims to improve the security of Microsoft 

Windows by limiting application software to standard user privileges until an administrator authorizes an increase or
elevation. 

Answer: B is incorrect. Read-only Domain Controller (RODC) is a domain controller that hosts the read-only partition of
the Active Directory database. RODC was developed by Microsoft typically to be deployed in a branch office
environment. 

RODC is a good option to enhance security by placing it in a location where physical security is poor. RODC can also
be placed at locations having relatively few users and a poor network bandwidth to the main site. As only the read-only 

partition of the Active Directory database is hosted by RODC, a little local IT knowledge is required to maintain it. 

 

QUESTION 2

Which of the following is a mechanism that allows authentication of dial-in and other network connections? 

A. VPN 

B. NTFS 

C. RADIUS 

D. Single Sign-On 
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Correct Answer: C 

RADIUS is a mechanism that allows authentication of dial-in and other network connections. RADIUS is a client/server
protocol that runs in the application layer, using UDP as transport. The Remote Access Server, the Virtual Private
Network server, the Network switch with port-based authentication, and the Network Access Server are all gateways
that control access to the network, and all have a RADIUS client component that communicates with the RADIUS
server. The RADIUS server is usually a background process running on a UNIX or Windows NT machine. RADIUS
serves three functions: To authenticate users or devices before granting them access to a network To authorize those
users or devices for certain network services To account for usage of those services Answer: D is incorrect. Single Sign-
On is an approach which involves a server that acts as an online certificate authority within a single sign-on system. A
single sign-on server will issue digital certificates into the client system, but never stores them. Users can execute
programs, etc. with the temporary certificate. It is common to find this solution variety with x.509-based certificates.
Answer: B is incorrect. NTFS is a high-performance file system proprietary to Microsoft. NTFS supports file-level
security, compression, and auditing. It also supports large volumes and powerful storage solution such as RAID. The
latest feature of NTFS is its ability to encrypt files and folders to protect sensitive data. Answer: A is incorrect. A virtual
private network (VPN) is a form of wide area network (WAN) that supplies network connectivity over a possibly long
physical distance. A virtual private network is a network that uses a public telecommunication infrastructure, such as the
Internet, to provide remote offices or individual users with secure access to their organization\\'s network. A virtual
private network can be contrasted with an expensive system of owned or leased lines that can only be used by one
organization. The goal of a VPN is to provide the organization with the same capabilities, but at a much lower cost. A
VPN works by using the shared public infrastructure while maintaining privacy through security procedures and
tunneling protocols such as the Layer Two Tunneling Protocol (L2TP). In effect, the protocols, by encrypting data at the
sending end and decrypting it at the receiving end, send the data through a tunnel that cannot be entered by data that is
not properly encrypted. An additional level of security involves encrypting not only the data, but also the originating and
receiving network addresses. 

 

QUESTION 3

Mark works as a Security Officer for TechMart Inc. The company has a Windows- based network. He has bees
assigned a project for ensuring the safety of the customer\\'s money and information, not to mention the company\\'s
reputation. The company has gone through a security audit to ensure that it is in compliance with industry regulations
and standards. Mark understands the request and has to do his due diligence for providing any information the
regulators require as they are targeting potential security holes. In this situation, his major concern is the physical
security of his company\\'s system. He has a concern that people are authenticated to the servers in the data center.
Which of the following actions will Mark take to prevent normal users from logging onto the systems? 

A. Call a team member while behaving to be someone else for gaining access to sensitive information. 

B. Use group policies to disable the use of floppy drives or USB drives. 

C. Provide protection against a Distributed Denial of Services attack. 

D. Develop a social awareness of security threats within an organization. 

Correct Answer: B 

To prevent normal users from logging onto the systems, it is required to create a group policy that can be applied to the
servers to Deny Log on Locally for all non- administrative users. It will create a problem for the people who are in the
data 

center with physical access. However, normal users should not have the ability to log on locally. 

Answer: C While stressing the Con?dentiality, Integrity, and Availability triangle in the training of users, the process of
providing availability is related to security training to ensure the protection against a Distributed Denial of Services
attack. 
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QUESTION 4

The purpose of Microsoft Baseline Security Analyzer is to: 

A. List system vulnerabilities. 

B. Apply all current patches to a server. 

C. Set permissions to a default level. 

D. Correct a company\\'s security state. 

Correct Answer: A 

 

QUESTION 5

The stronger password is a critical element in the security plan. Which of the following are the characteristics used to
make up a strong password? 

A. It contains more than seven hundred characters and does not contain the user name, real name, or any name that
can be guessed by the attacker easily. 

B. It contains more than seven characters and does not contain the user name, real name, or anyname that can be
guessed by the attacker easily. 

C. It contains the user name, real name, or any name that can be remembered easily and does not contain more than
seven characters. 

D. It contains more than seven characters and the user name, real name, or any name. 

Correct Answer: B 

A strong password contains more than seven characters and does not contain the user name, real name, or any name
that can be guessed by the attacker easily. 
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