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QUESTION 1

What are two reasons to implement VLANs? (Choose two.) 

A. Manage traffic flow between the Internet and the network 

B. Create the most secure path between two hosts 

C. Enable grouping of hosts regardless of physical location 

D. Separate hosts on the same network 

Correct Answer: BC 

 

QUESTION 2

Which of the following is used to protect all files stored on the drive on which Windows is installed? 

A. SocketShield 

B. Firewall 

C. Bitlocker 

D. Hardware keylogger 

Correct Answer: C 

BitLocker is used to protect all files stored on the drive on which Windows is installed. It encrypts the entire system drive
and helps block hackers from accessing the system files they rely on to discover user passwords. BitLocker also 

prevents hackers from accessing the hard disk by removing it from a computer, and installing it on a different computer.
BitLocker does not work for USB Flash Drives. Answer: 

A is incorrect. SocketShield provides a protection shield to a computer system against malware, viruses, spyware, and
various types of keyloggers. SocketShield provides protection at the following two levels: 

1.Blocking: In this level, SocketShield uses a list of IP addresses that are known as purveyor of exploits. All http
requests for any page in these domains are simply blocked. 

2.Shielding: In this level, SocketShield blocks all the current and past IP addresses that are the cause of unauthorized
access. 

Answer: B is incorrect. A firewall is a system that helps in preventing access to a system from unauthorized internet or
network users. A firewall can be hardware as well as software. A firewall is implemented on systems that are connected
to 

the internet and are vulnerable to hackers, viruses, worms, and other harmful intrusions. Answer: D is incorrect.
Hardware keyloggers are used for keystroke logging, a method of capturing and recording computer users\\' keystrokes,
including 

sensitive passwords. They can be implemented via BIOS-level firmware, or alternatively, via a device plugged inline
between a computer keyboard and a computer. They log all keyboard activities to their internal memory. 
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QUESTION 3

Which of the following is often used for one-to-many communications using broadcast or multicast IP datagrams? 

A. UDP 

B. FTP 

C. HTTP 

D. SMTP 

Correct Answer: A 

UDP is often used for one-to-many communications, using broadcast or multicast IP datagrams. User Datagram
Protocol (UDP) is one of the core members of the Internet Protocol Suite, the set of network protocols used for the
Internet. With UDP, computer applications can send messages, in this case referred to as datagrams, to other hosts on
an Internet Protocol (IP) network without requiring prior communications to set up special transmission channels or data
paths. UDP is sometimes called the Universal Datagram Protocol. Answer: D is incorrect. Simple Mail Transfer Protocol
(SMTP) is a protocol for sending e-mail messages between servers. E-mailing systems use this protocol to send mails
over the Internet. SMTP works on the application layer of the TCP/IP or OSI reference model. The SMTP client typically
initiates a Transmission Control Protocol (TCP) connection to the SMTP server on the well-known port designated for
SMTP, port number 25. However, e-mail clients require POP or IMAP to retrieve mails from e-mail servers. Answer: B is
incorrect. File Transfer Protocol (FTP) is a standard network protocol used to copy a file from one host to another over a
TCP/IP-based network, such as the Internet. FTP is built on a client- server architecture and utilizes separate control
and data connections between the client and server applications, which solves the problem of different end host
configurations (i.e., Operating System, file names). FTP is used with user-based password authentication or with
anonymous user access. Answer: C is incorrect. The Hyper Text Transfer protocol is a standard application-level
protocol used to request and transmit files, especially web pages and webpage components, on the World Wide Web.
HTTP runs on top of the TCP/IP protocol. Web browsers are HTTP clients that send file requests to Web Servers, which
in turn handle the requests via an HTTP service. 

 

QUESTION 4

Mark works as a Systems Administrator for TechMart Inc. The company has a Windows-based network. The company
is adding an open, high-speed, wireless access for their customers and secured wireless for employees at all 37
branches. He wants to check the various security concerns for ensuring that business traffic is secured. He is also under
pressure to make this new feature a winning strategy for a company. Which of the following is the most secure protocol
that Mark can implement to ensure that the business-related traffic is encrypted? 

A. WiFi Protected Access (WPA) 2 

B. Extensible Authentication Protocol (EAP) 

C. Wired Equivalent Privacy (WEP) 

D. Service Set Identifiers 

Correct Answer: A 

WPA2 (Wi-Fi Protected Access 2) is used to provide network administrators with a high level of assurance that only
authorized users are able to access the network. It provides government grade security by implementing the National
Institute of Standards and Technology (NIST) FIPS 140-2 compliant AES encryption algorithm. Wireless Security
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Options are used to decrease the risk of data interception by a third party in Wireless Networking. Data can be protected
by using encryption technologies. In Wireless Networking Connection, various methods are used to increase security as
follows: Using Wired Equivalent Privacy: The goal is to allow only authorized users to connect to the wireless network.
While initially configuring routers and network adapters, users create a WEP key. The level of security depends on the
length of the key measured in bits. Another step is to share WEP keys to authorized users. Specifically, it is possible for
unauthorized users to determine the mathematical value of a WEP key by monitoring a sufficient amount of networking
traffic. WEP is an additional security, but it does not completely address all potential vulnerabilities. Using Wi-Fi
Protected Access: The Wi-Fi Protected Access protocol is used to provide higher security over the WEP standard. It is
considered as a replacement for the less secured WEP protocol. WPA security is configured on a wireless router or an
access point. 

Using Service Set Identifiers: Service Set Identifiers are used to assist users to find and connect to a wireless network.
Whenever a wireless network adapter is available on a computer, Windows Vista automatically identifies the available 

networks based on their SSID. 

Answer: B is incorrect. Extensible Authentication Protocol (EAP) is defined as an authentication framework providing for
the transport and usage of keying material and parameters that are generated by EAP methods. EAP is not a wire 

protocol and it defines only message formats. 

 

QUESTION 5

The company that you work for wants to set up a secure network, but they do not have any servers. Which three
security methods require the use of a server? (Choose three.) 

A. 802.1x 

B. WPA2 Personal 

C. WPA2 Enterprise 

D. RADIUS 

E. 802.11ac 

Correct Answer: ACD 
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