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QUESTION 1

You are taking over the security of an existing network. You discover a machine that is not being used as such, but has
software on it that emulates the activity of a sensitive database server. What is this? 

A. A Polymorphic Virus 

B. A Honey Pot 

C. A reactive IDS. 

D. A Virus 

Correct Answer: B 

A honey pot is a device specifically designed to emulate a high value target such as a database server or entire sub
section of your network. It is designed to attract the hacker\\'s attention. 

 

QUESTION 2

You work as a Network Administrator for NetTech Inc. You want to prevent users from accessing the graphical user
interface (GUI) on the computers in the network. What will you do to accomplish this task? 

A. Implement a remote access policy 

B. Implement a group policy 

C. Apply NTFS permission 

D. Implement an account policy 

Correct Answer: B 

In order to prevent users from accessing the graphical user interface (GUI) on the computers in the network, you will
have to implement a group policy. A group policy that is created by an administrator affects all users on a computer or
all users on a domain. Group policies can be used for defining, customizing, and controlling the functioning of network
resources, computers, and operating systems. They can be set for a single computer with multiple users, for users in
workgroups, or for computers in a domain. Administrators can configure group policy settings for users as well as for
computers in many ways. Group policies can be used to allow or restrict the access of a particular program by a
particular user. It can also be used to configure the desktop, the Start menu, the taskbar, the Control Panel, security
settings, among other things. In Windows XP, group policies can be configured by using the Group Policy Console
dialog box, which can be opened by running the GPEDIT.MSC command from the Start menu. Answer: D is incorrect.
An account policy controls the password expiration policy, the lockout policy, and other password features. Answer: A is
incorrect. A remote access policy specifies how remote users can connect to the network and the requirements for each
of their systems before they are allowed to connect. It defines the methods users can use to connect remotely such as
dial up or VPN. This policy is used to prevent damage to the organizational network or computer systems and to prevent
compromise or loss of data. Answer: C is incorrect. Applying NTFS permission will not help in accomplishing the task. 

 

QUESTION 3

This question requires that you evaluate the underlined text to determine if it is correct. 
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To determine which action, if any, to take on an inbound message, anti-spam and antivirus recipient filtering inspects
the IP address of the remote server that is trying to send messages. 

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed." If the
statement is incorrect, select the answer choice that makes the statement correct. 

A. connection 

B. sender 

C. content 

D. No change is needed 

Correct Answer: A 

References: https://docs.microsoft.com/en-us/office365/SecurityCompliance/configure-the-connection-filter-policy 

 

QUESTION 4

Which enables access to all of the logged-in user\\'s capabilities on a computer? 

A. Java applets 

B. ActiveX controls 

C. Active Server Pages (ASP) 

D. Microsoft Silverlight 

Correct Answer: B 

 

QUESTION 5

Humongous Insurance is an online healthcare insurance company. During an annual security audit a security firm tests
the strength of the company\\'s password policy and suggests that Humongous Insurance implement password history
policy. 

What is the likely reason that the security firm suggests this? 

A. Past passwords were easily cracked by the brute force method. 

B. Past passwords of users contained dictionary words. 

C. Previous password breaches involved use of past passwords. 

D. Past passwords lacked complexity and special characters. 

Correct Answer: B 
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