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QUESTION 1
Match the OSI layer to its corresponding description.

To answer, drag the appropriate OSI layer from the column on the left to its description on the right. Each OSI layer may
be used once, more than once, or not at all. Each correct match is worth one point.

Select and Place:

0sl Layers Answer Area

. OS] Layer
Data Link It provides network services directly to the user's

application. TELNET, SMTP, and NTP operate on this layer,

Osl Layer
Network It controls dialogue between source and destination
nodes. RPC and NETBIOS operate on this layer.
: Osl Layer
Session . Itrelies on upper layers for reliable delivery and
sequencing. IPX, X.25, and NLSP operate on this layer.
— It ensures that reassembled bits are in the correct order, OSI Layer
Application and it requests retransmission of frames if an error occurs,
Switches and WAPs operate on this layer.
Itis responsible for path determination and delivery of OsI Layer
packets, but does not guarantee delivery. ICMP, RIP, and
ARP operate on this layer.
0sl Layer

It checks for errors by adding CRC to the frame, Bridges
and NICs operate on this layer.

Correct Answer:
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0Ssl Layers Answer Area

. Application
Data Link It provides network services directly to the user's

application. TELNET, SMTP, and NTP operate on this layer,

) el Session
Network It conirols dialogue between source and destination

nodes. RPC and NETBIOS operate on this layer.

Network
It relies on upper layers for reliable delivery and

sequencing. IPX, X.25, and NLSP operate on this layer.

Session

= It ensures that reassembled bits are in the correct order, Data Link
Application and it requests retransmission of frames if an error occurs,
Switches and WAPs operate on this layer.

Itis responsible for path determination and delivery of Network
packets, but does not guarantee delivery. ICMP, RIP, and
ARP operate on this layer.

: ; Data Link
It checks for errors by adding CRC to the frame, Bridges

and NICs operate on this layer.

QUESTION 2

The service that resolves fully qualified domain names (FQDN) to IP addresses is:
A. Windows Internet Name Service (WINS).

B. Domain Name Service (DNS).

C. Internet Service Provider (ISP).

D. Address Resolution Protocol (ARP).

Correct Answer: B

The DNS translates Internet domain and host names to IP addresses. DNS automatically converts the names we type in
our Web browser address bar to the IP addresses of Web servers hosting those sites.

QUESTION 3

An Action Center alert recommends that you enable Windows Firewall.
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After enabling the firewall, you can no longer access websites.

Which two TCP ports should you add exceptions for on the firewall? (Choose two.)
A. Port 21

B. Port 23

C. Port 25

D. Port 80

E. Port 443

Correct Answer: DE

Port 80: HTTP Port 443: HTTPS

QUESTION 4

The command-line tool used to list a host\\'s active incoming connections is:

A. NETSTAT

B. IPCONFIG

C. NSLOOKUP

D. PING

Correct Answer: A

Used without parameters, netstat displays active TCP connections.

Note: Netstat displays active TCP connections, ports on which the computer is listening, Ethernet statistics, the IP

routing table, IPv4 statistics (for the IP, ICMP, TCP, and UDP protocols), and IPv6 statistics (for the IPv6, ICMPv6, TCP
over IPv6, and UDP over IPv6 protocols).

QUESTION 5
This question requires that you evaluate the underlined text to determine if it is correct.
"WEP" wireless encryption is the most susceptible to interception and decryption.

Select the correct answer if the underlined text does not make the statement correct. Select \\'No change is needed\\'\\
if the underlined text makes the statement correct

A. WPA-AES
B. WPA2

C. WPA-PSK
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D. No change is needed

Correct Answer: D

Several weaknesses have been discovered using WEP encryption that allows an attacker using readily available
software to crack the key within minutes.
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