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QUESTION 1

Michael starts a new job and discovers that he has unnecessary access to a variety of systems. Which of the following
best describes the problem he has encountered?

A. Rights collision
B. Excessive privileges
C. Privilege creep
D. Least privileges

Correct Answer: B

QUESTION 2

A method to transfer risk is to

A. Implement redundancy

B. Move operations to another region
C. Align to business operations

D. Purchase breach insurance

Correct Answer: D

QUESTION 3

Which of the following is the BEST indicator of a successful project?

A. it comes in at or below the expenditures planned for in the baseline budget

B. it meets most of the specifications as outlined in the approved project definition
C. it is completed on time or early as compared to the baseline project plan

D. the deliverables are accepted by the key stakeholders

Correct Answer: D

QUESTION 4

Which of the following is the mechanism that provides decision-makers the information they need to understand the risk
factors that may adversely affect the operations and affect the outputs of the company processes?

A. Business Impact Analysis
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B. Critical Process Assessment
C. Vulnerability Assessment

D. Risk Assessment

Correct Answer: D

Reference: https://www.mindtools.com/pages/article/newTMC_07.htm

QUESTION 5

Which of the following is MOST important when dealing with an Information Security Steering committee?
A. Ensure that security policies and procedures have been vetted and approved.

B. Review all past audit and compliance reports.

C. Include a mix of members from different departments and staff levels.

D. Be briefed about new trends and products at each meeting by a vendor.

Correct Answer: B
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