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QUESTION 1

Scenario: A Chief Information Security Officer (CISO) recently had a third party conduct an audit of the security
program. Internal policies and international standards were used as audit baselines. The audit report was presented to
the CISO and a variety of high, medium and low rated gaps were identified. The CISO has implemented remediation
activities. 

Which of the following is the MOST logical next step? 

A. Validate the effectiveness of applied controls 

B. Report the audit findings and remediation status to business stake holders 

C. Validate security program resource requirements 

D. Review security procedures to determine if they need modified according to findings 

Correct Answer: A 

 

QUESTION 2

Which technology can provide a computing environment without requiring a dedicated hardware backend? 

A. Mainframe server 

B. Virtual Desktop 

C. Thin client 

D. Virtual Local Area Network 

Correct Answer: B 

 

QUESTION 3

A method to transfer risk is to______________. 

A. Implement redundancy 

B. Move operations to another region 

C. Align to business operations 

D. Purchase breach insurance 

Correct Answer: D 

 

QUESTION 4
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Which of the following functions implements and oversees the use of controls to reduce risk when creating an
information security program? 

A. Risk Assessment 

B. Risk Management 

C. Incident Response 

D. Network Security administration 

Correct Answer: B 

 

QUESTION 5

Which of the following international standards can be BEST used to define a Risk Management process in an
organization? 

A. International Organization for Standardizations ?27005 (ISO-27005) 

B. National Institute for Standards and Technology 800-50 (NIST 800-50) 

C. Payment Card Industry Data Security Standards (PCI-DSS) 

D. International Organization for Standardizations ?27004 (ISO-27004) 

Correct Answer: A 
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