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QUESTION 1

Which of the following backup sites takes the longest recovery time?
A. Hot site

B. Cold site

C. Mobile backup site

D. Warm site

Correct Answer: B

QUESTION 2

An organization has defined a set of standard security controls. This organization has also defined the circumstances
and conditions in which they must be applied.

What is the NEXT logical step in applying the controls in the organization?
A. Determine the risk tolerance

B. Perform an asset classification

C. Analyze existing controls on systems

D. Create an architecture gap analysis

Correct Answer: B

QUESTION 3

What is the SECOND step to creating a risk management methodology according to the National Institute of Standards
and Technology (NIST) SP 800-30 standard?

A. Mitigate risk

B. Perform a risk assessment

C. Determine appetite

D. Evaluate risk avoidance criteria

Correct Answer: B

Perform the risk Assessment ( NIST Special Publication 800-30 which describes the process of assessing information

security risk in support goal defined in SP 800-37 and SP 800-39 and include 4 Step: 1- Prepare for Assessment,
2Conduct Assesment, 3- Communicate results and 4- Maintain Assesment )
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QUESTION 4

Which of the following is a common technology for visual monitoring?
A. Closed circuit television

B. Open circuit television

C. Blocked video

D. Local video

Correct Answer: A

Reference: https://www.ifsecglobal.com/video-surveillance/role-cctv-cameras-public-privacy-protection/

QUESTION 5

Scenario: Your organization employs single sign-on (user name and password only) as a convenience to your
employees to access organizational systems and data. Permission to individual systems and databases is vetted and
approved through supervisors and data owners to ensure that only approved personnel can use particular applications
or retrieve information. All employees have access to their own human resource information, including the ability to
change their bank routing and account information and other personal details through the Employee Self-Service
application. All employees have access to the organizational VPN.

What type of control is being implemented by supervisors and data owners?

A. Management

B. Technical

C. Operational

D. Administrative

Correct Answer: C
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