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QUESTION 1

Your network contains an Active Directory domain named contoso.com.

You download Microsoft Security Compliance Toolkit 1.0 and all the security baselines.

You need to deploy one of the security baselines to all the computers in an organizational unit (OU) named OU1.
What should you do?

A. Run 1gpo.exe and specify the /g parameter. From Policy Analyzer, click Add.

B. From Group Policy Management, create and link a Group Policy object (GPO). Select the GPO and run the Import
Settings Wizard.

C. From Group Policy Management, click Group Policy Objects, and then click Manage Backups...

D. From Group Policy Management, create and link a Group Policy object (GPO). Run 1gpo.exe and specify the /g
parameter.

Correct Answer: B

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/distribute-certificates-to-client-computers-by-
using-group-policy

QUESTION 2

You have the servers configured as shown in the following table.

Role Number of servers
Domain controller S5
Member server 15
Virtualization host 8
Member server 40
Server in a mﬂ:grm.np o

You purchase a Microsoft Azure subscription, and you create three Microsoft Operations Management Suite (OMS)
workspaces named Workspacel, Workspace2, and Workspace3 You need to deploy Microsoft Monitoring Agent to the

servers to meet the following requirements:

-Antimalware data from all the servers must be visible in Workspacel.

-Security and audit data from the domain controllers and the virtualization hosts must be visible in Workspace2.
-System update data from all the servers in all the workgroups must be visible in Workspaceand

How many OMS agents should you deploy?

A. 10
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B. 33

C.73

D. 45

Correct Answer: C

-Antimalware data from all the servers must be visible in Workspacel.-Security and audit data from the domain
controllers and the virtualization hosts must be visible in Workspace2.-System update data from all the servers in all the
workgroups must be visible in Workspaceand"All the servers" mean all 5 domain controllers, plus all member servers

(physical and virtual, domain andworkgroup) and virtualization hosts, so there are noexemptions.All servers in the above
table mentioned must install OMS Microsoft Monitoring agents

QUESTION 3

Note: The question is part of a series of questions th?present the same scenario. Each question In the series contains a
unigue solution that might meet the stated goals. Some question sets might have more than one correct solution, while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to It. As a result, these questions will not
appear in the review screen.

Your network contains an Active Directory forest named contoso.com. All servers run Windows Server 2016. The forest
contains 2,000 client computers that run Windows 10. All client computers are deployed from a customized Windows

image.

You need to deploy 10 Privileged Access Workstations (PAWS). The solution must ensure that administrators can
access several client applications used by all users.

Solution: You deploy 10 physical computers and configure them as PAWS. You deploy 10 additional computers and
configure them by using the customized Windows image. Does this meet the goal?

A. Yes
B. No
Correct Answer: A

References: https://technet.microsoft.com/en-us/windows-server-docs/security/securing-privileged-access/privileged-
access-workstations

QUESTION 4

HOTSPOT

Your data center contains 10 Hyper-V hosts that host 100 virtual machines.

You plan to secure access to the virtual machines by using the Datacenter Firewall service.

You have four servers available for the Datacenter Firewall service. The servers are configured as shown in the
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Which server role should you deploy? To answer, select the appropriate options in the answer area.

Server name Platform Windows Server 2016
edifion
Server20 Physical Standard
Server21 Physical Standard
Server22 Virtu Datacenter
Server23 Virtual Datacenter
Hot Area:
Answer Area
Server role to deploy: O v
MultiPoiit'Services
Nefwiark Controller
ork Policy and Access Services
v

Servers on which to deploy the sw@@m&:
)

Correct Answer:

Server20 and Server21

Server22 and Server23
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Answer Area

Server role to deploy: & v

=
P ()

MultiPoifit Services

Nefwark Controller
work Policy and Access Services

N g
j [f‘-:,j:f
: - (N
Servers on which to deploy the sergertole: B4l
1:'5':"'.,\: "
o Server20 and Server21 '_
X Server22 and Server23 i

You need to install the required server roles for the planned deployment.
https://docs.microsoft.com/en-us/windows-server/networking/sdn/plan/installation-and-preparation-requirements-for-

deploying-network-controller https://docs.microsoft.com/en-us/windows-server/networking/sdn/technologies/network-
controller/install-the-network-controller-server-role-using-server-manager

QUESTION 5
Your network contains an Active Directory forest named contoso.com. All servers run Windows Server 2016.

You implement a single-domain administrative forest named admin.contoso.com that has Enhanced Security
Administrative Environment (ESAE) deployed.

You have an administrative user named Adminl in admin.contoso.com.

You need to ensure that Adminl can manage the domain controllers in contoso.com.

To which group should you add Adminl1?

A. Contoso\\Domain Admins

B. Admin\Administrators

C. Admin\Domain Admins

D. Contoso\\Administrators

Correct Answer: D

admin.contoso.com (NetBIOS domain name "ADMIN\\") is the administrative domain.contoso.com (NetBIOS domain

name "CONTOSO\W") is the corporate resource domain.See below. https://docs.microsoft.com/en-us/windows-server/
identity/securing-privileged-access/securing-privilegedaccess-reference-material
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* Privileges and domain hardening - The administrative forest should be configured to least privilege
based on the requirements for Active Directory administration,

o Granting rights to administer domain controllers and delegate permissions requires adding
admin forest accounts to the BUILTIN\Administrators domain local group. This is because the

Domain Admins global group cannot have members from an external domain. f&
el

o One caveat to using this group to grant rights is that they won't have admi access to
new group policy objects by default. This can be changed by following dure in this
knowledge base article to change the schema default permissions

2
o Accounts in the admin forest that are used to administer t mn environment should
not be granted administrative privileges to the admin forgat, ains in it, or workstations in it.

o Administrative privileges over the admin forest' ”w" tightly controlled by an offline process
aligiQus insider to erase audit logs. This also helps

ensure that personnel with production adpsistactounts cannot relax the restrictions on their

o The administrative forest s Y igtow the Microsoft Security Compliance Manager (SCM)

configurations for the d including strong configurations for authentication protocols,
a All admin forest Id be automatically updated with security updates. While this may
create risk of ting domain controller maintenance operations, it provides a significant
mitigatio
e
[J Note

A dedicated Windows Server Update Services instance can be configured to automatically approve
updates. For more information. see the “Automatically Approve Updates for installation” section in
Approving Updates,
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