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QUESTION 1

A company has Windows 10 Enterprise client computers. Client computers are connected to a corporate private
network. You deploy a Remote Desktop Gateway, DirectAccess, and a VPN server at the corporate main office.

Users are currently unable to connect from their home computers to their work computers by using Remote Desktop.
You need to ensure that users can remotely connect to their office computers by using Remote Desktop. Users must not
be able to access any other corporate network resource by using the local Windows installation from their home
computers.

Which setting should you configure on the home computers?

A. Remote Desktop Gateway IP address

B. Remote Desktop local resources

C. Virtual Private Network connection

D. DirectAccess connection

Correct Answer: A

The solution is to deploy Remote Desktop Gateway in the office. Remote users can then connect to their computers on
the office network by using Remote Desktop client on their home computers configured with the IP address of the
Remote Desktop Gateway. Remote Desktop Gateway (RD Gateway) is a role service that enables authorized remote
users to connect to resources on an internal corporate or private network, from any Internet-connected device that can
run the Remote Desktop Connection (RDC) client. The network resources can be Remote Desktop Session Host (RD
Session Host) servers, RD Session Host servers running RemoteApp programs, or computers with Remote Desktop
enabled. RD Gateway uses the Remote Desktop Protocol (RDP) over HTTPS to establish a secure, encrypted
connection between remote users on the Internet and the internal network resources on which their productivity
applications run. RD Gateway provides a comprehensive security configuration model that enables you to control
access to specific internal network resources. RD Gateway provides a point-to-point RDP connection, rather than
allowing remote users access to all internal network resources.

Incorrect Answers:

B: Remote Desktop local resources determine which local resources (printers, drives etc.) are available in a Remote
Desktop connection. However, this solution makes no provision for actually connecting to the office network.

C: Virtual Private Network connections would enable remote access to the office network but this solution would not
prevent users accessing other corporate network resources.

D: DirectAccess connections would enable remote access to the office network but this solution would not prevent users
accessing other corporate network resources.

References: https://technet.microsoft.com/engb/library/cc731150.aspx

QUESTION 2

You support Windows 10 Enterprise computers. Your company protects all laptops by using the BitLocker Network
Unlock feature.
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Some employees will be travelling on company business and will need to work at various locations.
You need to ensure that employees can log on to their laptops while they are travelling.
What should you do?

A. Provide each of the travelling employees with a laptop that has a Trusted Platform Module (TPM) chip that is version
1.2 or greater.

B. Use Remote Desktop to login to the traveling employees\\' laptops and run the Manage-bde.exe -unlock command
before they disconnect from the company network.

C. Give each travelling employee his or her BitLocker PIN.
D. Collect the travelling employee\\'s laptops and enable BitLocker To Go on them.
Correct Answer: A

References: https://github.com/MicrosoftDocs/windows-itpro-docs/blob/master/windows/security/information-
protection/bitlocker/bitlocker-overview.md

QUESTION 3
You have 100 Windows computers that are managed by using Microsoft Intune.

You need to ensure that when a new critical update is released, the update is approved automatically and deployed to
the computers within 24 hours of approval.

What should you do from the Microsoft Intune administration portal?

A. From the Updates node, select Critical Updates, and then modify the Approval settings.

B. From the Admin node, click Enroliment Rules, and then modify the device enrollment rules.
C. From the Admin node, click Updates, and then create a new automatic approval rule.

D. From the Policy node, click Compliance Policies, and then create a new compliance policy.
E. From the Policy node, click Configuration Policies, and then create a new Windows policy.
Correct Answer: C

Automatic approval rules ?These rules automatically approve specified types of update and reduce your administrative
overhead. For example, you might want to automatically approve all critical software updates.

References: https://docs.microsoft.com/en-us/intune-classic/deploy-use/keep-windows-pcs-up-to-date-with-software-
updates-in-microsoft-intune

QUESTION 4
You provide IT support for a small startup company.

The company wants users to have Read and Write permissions to the company\\'s shared folder. The network consists
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of a workgroup that uses Windows 10 Enterprise computers. You add each user to a group nhamed NetworkUsers.
You need to grant permissions to the share. You have the following requirements:

All users must have Read and Write access to existing files.

Any new files must allow the creator to modify the new file\\'s permissions.

Which two actions should you take? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Grant Modify permissions to the NetworkUsers group on the shared folder.

B. Grant Full Control permissions to the Domain Admins group on the shared folder.

C. Grant List and Execute permissions to the NetworkUsers group on the shared folder.

D. Grant Full Control permissions to the Creator Owner group on the shared folder.

Correct Answer: AD

QUESTION 5

A company has Windows 10 Enterprise client computers. All user data is stored locally. Each data file has a system
access control list (SACL).

You need to ensure that an event is generated when a user modifies a local file.
Which audit policy setting should you configure?

A. Audit process tracking

B. Audit object access

C. Audit policy change

D. Audit privilege use

Correct Answer: B
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