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QUESTION 1

A company has an Active Directory Domain Services (AD DS) domain. All client computers run Windows 8 and are
members of the domain. Client computers maintain a list of sites in the Internet Explorer Restricted Sites security zone.

Users of one client computer are able to download and install an application from a site within the Restricted Sites
zone.

You need to ensure that users of the computer can install applications only from sites that are not in the Restricted Sites
zone.

What should you do?

A. Run the Set-ExecutionPolicy Windows PowerShell cmdlet.

B. Configure the Software Restriction Policy settings in the local Group Policy of the computer.

C. Add the blocked application as a software restriction policy to the GPO that configures AppLocker.
D. Run the Cet-AppLockerPolicy Windows PowerShell cmdlet.

E. Add the blocked application as an additional AppLocker rule to the GPO that configures AppLocker.
Correct Answer: B

Only Software Restriction policy allows for the control of applications from a network zone; AppLocker does not.

s

Mame Type Security Level Description Last Modified Cate

A= | %eHKEY_LOCAL_MACHINE\SOFTWAREL...  Path Unre_spféted 9/5/2012 11 EE¥ata
&= | %HKEY_LOCAL MACHINE\SOFTWARE...  Path Ugaf'é;tricted 9/3/2012 11: "
@ Restricted sites Metwork Zone qsoﬁisallcrwed This zone contains Web sites that ... 9/5/2012 11

QUESTION 2
You administer Windows 8 computers in your company network.

You install a new video driver. The computer will not start properly after restart. You are able to enter Safe Mode with
Command Prompt.

You need to be able to start normally. You also need to ensure that user data is not lost.
What should you do?

A. Run the rstrui.exe command.

B. Roll back the driver.

C. Turn on File History.

D. Create a restore point.

Correct Answer: B
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QUESTION 3

A company has an Active Directory Domain Services (AD DS) domain. All client computers run Windows 8. Portable
client computers connect to the corporate wireless network.

You have the following requirements:

Prevent users from configuring a wireless network by using settings from a USB flash drive.
Do not affect the use of other USB devices.

You need to create a Group Policy object (GPO) to meet the requirements.

Which GPO should you create?

A. A GPO that disables the Allow only USB root hub connected Enhanced Storage Features policy setting.
B. A GPO that enables wireless policy processing.

C. A GPO that prohibits connections to mobile broadband networks when roaming.

D. A GPO that configures Windows Connect Now settings.

Correct Answer: D
http://windows.microsoft.com/en-US/windows-vista/What-is-Windows-Connect-Now

Computer Configuration\Policies\Administrative Templates\Network\Windows Connect Now Turn Off Ability To
Configure Using A USB Flash Drive setting:

Prevents Windows from being able to store a Windows Connect Now configuration to a UFD. Because the Windows
Connect Now information stored on a UFD contains information that can allow computers to access your protected
wireless

network, you might choose to disable this setting to improve the security of your wireless networks.

http://sourcedaddy.com/windows-7/windows-connect-now-in-windows-7.html

QUESTION 4

You administer Windows 8.1 Pro computers in your company network, including a computer named Client1.
On Clientl, you create a new folder named C:\Folderl and configure its NTFS permissions.

You need to ensure that only members of a group named Managers can access the folder content.

In the Advanced Security Settings for Folderl pane, which security setting should you configure? (To answer, select the
appropriate setting in the answer area.)

Hot Area:
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MName: Cih\Folderl

Owner, Administrators (CLIENT1\Administrators) |# Change @

Permissions Auditing Effective Access |

AN

For additional information, double-click a permission entry. To modify a permission e@ the entry and click Edit (if available).

Permission entries:

Type  Prncipal e iAhEtE Applies to
% Allow e This folder, subfolders and files
ﬂ. Allow  Admimistrators (CLIENTTVAG.., % : This folder, subfolders and files
-ﬂ Allow  SYSTEM __' . This folder, subfolders and files
8 Allow  Users (CLIENT1\Users) m exBOUEE - This folder, subfolders and files
% Allow  Authenticated Users Moghfy ' This folder, subfolders and files

Add | Bemove

| Disable inheritance |

[ Replace all child object permission entries with inheritable permission entries from this object

Correct Answer:
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MName: Cih\Folderl

| Owner: Administrators (CLIENTT\Administrators) %) Change | @

Permissions Auditing Effective Access |

Waitir )

| For additional information, double-click a permission entry. To modify a permission e@ the entry and click Edit (if available).

Permission entries:

Type  Prncipal : Applies to
% Allow This folder, subfolders and files
ﬂ. Allow  Admimistrators (CLIENTTVAG.., ' % : This folder, subfolders and files
8, Allow  SYSTEM cc ' : This folder, subfolders and files
8 Allow  Users (CLIENT1\Users) pYBCUtE : This folder, subfolders and files
% Allow  Authenticated Users gy : This folder, subfolders and files

Add i ] Bemove

QUESTION 5
You administer Windows 8.1 computers in your company network. The security policies of the company require that

USB storage devices are allowed only if they are protected with BitlockerTo Go. You need to prevent users from
removing Bitlocker encryption from the USB storage devices.
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Action View Help

e @ Hel Y

=] Local Computer Policy
4 & Computer Configuration
o | Software Settings
» [ Windows Settings
4 [ | Administrative Templates
» [ ] Control Panel
b [ Network
[ Printers
» [0 System
4 [ Windows Components
[0 ActiveX Installer Service
[ Add features to Windows 8
[ App Package Degployment
[ App runtime
[ 7] Application Comaatibility
[] AutoPlay Policies
(7] Backup
[ Biometrics
a || BitLocker Drive Encryption
[} Fixed Data Drives

Setting

D
PR\

. |||[£] Control use of BitLocker on removabledrives/

|iz| Configure use of smart cards un}e@g"ﬁb‘le data drives

=] Deny write access to removapi@\dres not protected by BitLocker |
|=] Configure use of hardware>based encryption for removable data drives |

=] Enforce drive encrypfioR type on removable data drives ]

=] Allow access to Bitlniper-protected removable data drives from earlier versions of Windows|
i Configure quswords for removable data drives

=] Choose | %ﬁ&ochr—p rotected removable drives car be recovered |

@@

[ Operating System Drives

Which configuration setting should you modify? (To answer, select the appropriate setting in the answer area.)

Hot Area:

File

Action View Help

a9 | nlE = Heml Y

5] Local Computer Policy
4 & Computer Configuration
» [ Software Settings
» [ Windows Settings
4 || Administrative Templates
» [ Control Panel
s [ Network
[ Printers
» [l System
a [ Windows Components
[ ActiveX Installer Service
(] Add features to Windows 8
[ App Package Degloyment
[ App runtime
[ 7] Application Comaatibility
[] AutoPlay Policies
» [Z] Backup
[ Biometrics
a [ BitLocker Drive Encryption
[} Fixed Data Drives
[] Operating System Drives

Correct Answer:
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fran)
il ||_’_J Control use of BitLocker on (emmbm&" |

=] Configure use of smart cards on removable data drives
{i=] Deny write access to remov, not protected by BitLocker |
|i=] Configure use of hardware>tased encryption for removable data drives |

Enforce drive on removable data drives [

Enc;
iz Allow acctss&%m removable data diives from earlier versions of Windows |

i igure useefipasswords for removable data drives |
=] Choose| itLocker-protected removable drives car be recovered |
"
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Eile Action View Help

e n[E s oY

=] Local Computer Policy ™ || Setting ®\)
4 & Computer Configuration I- L@_ T T T o I
» || Software Settings = . : : -
» ] Windows Settings !__:j Conﬁgu_re use of smart cards on gibie data drives _
4 B Administrative Templates | |_j Deny write access to remov: not protected by BitLocker |
> [ Control Pane! |=] Configure use of hardware>based encryption for removable data drives |
b [ Network i) |E] Enforce drm?@ on removable data drives —
] Printers ||| Allow access id -protected removable data drives from earlier versions of Windows|
p 5] System ||_::'| Configure useiofip; ords for removable data drives |
4 [7) Windows Componerts =] Choose | itLocker-protected removable drives car be recovered |

[ App Package Degployment
[] App runtime
[ 7] Application Comaatibility
[] AutoPlay Policies
v [0 Backup
[ Biometrics
a || BitLocker Drive Encryption
[} Fixed Data Drives
[ Operating System Drives

B ActiveX Installer Service ™
(7] Add features to Windows 8 @@
©
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