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QUESTION 1

You have a Windows Server 2008 R2 Enterprise Root certification authority (CA). You need to grant members of the
Account Operators group the ability to only manage Basic EFS certificates.

You grant the Account Operators group the Issue and Manage Certificates permission on the CA.

Which three tasks should you perform next? (Each correct answer presents part of the solution. Choose three.)
A. Enable the Restrict Enrollment Agents option on the CA.

B. Enable the Restrict Certificate Managers option on the CA.

C. Add the Basic EFS certificate template for the Account Operators group.

D. Grant the Account Operators group the Manage CA permission on the CA.

E. Remove all unnecessary certificate templates that are assigned to the Account Operators group.

Correct Answer: BCE

http://technet.microsoft.com/en-us/library/cc779954%28v=ws.10%29.aspx Role-based administration

Role explanation

Role-based administration involves CA roles, users, and groups. To assign a role to a user or group, you must assign
the role\\'s corresponding security permissions, group memberships, or user rights to the user or group.

These security permissions, group memberships, and user rights are used to distinguish which users have which roles.
The following table describes the CA roles of role-based administration and the groups relevant to role-based

administration.

Roles and groups Security permission Description
Configure and maintain the CA. This is a CA role anc
CA Admunistrator  Manage CA permission includeg;i?re ahility to assign all other CA roles and rznew the

Ehlﬁah:ate

! - Aprove certificate enrollment and revocation requests. This
3! A
Cenificate Maiages” bt aivd Manae Cerdificates per |ssmr!\__), a CA role. Ttis role is sometimes referred to as CA Officer

-
e,

Back up file and directories and Re_.;l&e’; Perform system backup and recovery. This is an operating

Backup Operatar i x e
PR file and directories permissions ,ﬁ/y;t system role
Aligior I'ulﬂn;_iup. anditing anrd mmlrlry(jﬂﬁj Configure, view and maintain audit Ings This s an ".
DErMISSIon Q“ system role e &
) Enrollees are cients who are authonzed to requaest 3
Enrollees Authenticated Users 4 ;

certificates from the CA. Thisis not a CA role

Certificate Manager: Delete multiple rows in database (bulk deletion) Issue and approve certificates Deny certificates
Revoke certificates Reactivate certificates placed on hold Renew certificates Recover archived key Read CA database
Read CA configuration information ... http://technet.microsoft.com/en-us/library/cc753372.aspx Restrict Certificate
Managers A certificate manager can approve certificate enrollment and revocation requests, issue certificates, and
manage certificates. This role can be configured by assigning a user or group the Issue and Manage
Certificatespermission. When you assign this permission to a user or group, you can further refine their ability to
manage certificates by group and by certificate template. For example, you might want to implement a restriction that
they can only approve requests or revoke smart card logon certificates for users in a certain office or organizational unit
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that is the basis for a security group. This restriction is based on a subset of the certificate templates enabled for the
certification authority (CA) and the user groups that have Enroll permissions for that certificate template from that CA. ..
To configure certificate manager restrictions for a CA:

1.

Open the Certification Authority snap-in, and right-click the name of the CA.

2.

Click Properties, and then click the Security tab.

3.

Verify that the user or group that you have selected has Issue and Manage Certificates permission. If they do not yet
have this permission, select the Allow check box, and then click Apply.

4,

Click the Certificate Managers tab.

5.

Click Restrict certificate managers, and verify that the name of the group or user is displayed.

6.

Under Certificate Templates, click Add, select the template for the certificates that you want this user or group to
manage, and then click OK. Repeat this step until you have selected all certificate templates that you want to allow this
certificate manager to manage.

7.

Under Permissions, click Add, type the name of the client for whom you want the certificate manager to manage the
defined certificate types, and then click OK.

8.

If you want to block the certificate manager from managing certificates for a specific user, computer, or group, under
Permissions, select this user, computer, or group, and click Deny.

9.

When you are finished configuring certificate manager restrictions, click OK or Apply.

QUESTION 2
Your company Datum Corporation, has a single Active Directory domain named intranet.adatum.com. The domain has
two domain controllers that run Windows Server 2008 R2 operating system. The domain controllers also run DNS

Servers.

The intranet.adatum.com DNS zone is configured as an Active Directory-integrated zone with the Dynamic updates
setting configured to Secure only.

A new corporate security policy requires that the intranet.adatum.com DNS zone must be updated only by domain
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controllers or member servers.

You need to configure the intranet.adatum.com zone to meet the new security policy requirement.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)

A. Remove the Authenticated Users account from the Security tab of the intranet.adatum.com DNS zone properties.

B. Assign the SELF Account Deny on Write permission on the Security tab of the intranet.adatum.com DNS zone
properties.

C. Assign the server computer accounts the Allow on Write All Properties permission on the Security tab of the
intranet.adatum.com DNS zone properties.

D. Assign the server computer accounts the Allow on Create All Child Objects permission on the Security tab of the
intranet.adatum.com DNS zone properties.

Correct Answer: AD

http://www.advicehow.com/managing-dns-dynamic-updates-in-windows-server-2008-r2/ Managing DNS Dynamic
Updates in Windows Server 2008 R2

What Is DNS Dynamic Update?
When a DNS server is installed in a network, during the installation administrators can configure it to accept dynamic
updates of client records. Dynamic updates means that DNS client computers can automatically register their names

along

with their IP addresses in the DNS server. When this happens DNS server automatically creates a Host (A) record for
that client computer that contains hostname of the client and its associated IP address.

Also, during the installation of DNS server administrators can choose an option according to which DNS server should
not automatically update its records and in this condition administrators must manually create Host (A) records in the
DNS

database.

http://www.windowsecurity.com/articles-tutorials/windows_server_2008_security/DNS-Security- Part2.html

DNS Security (Part 2): DNS Security Steps Prior to Deploying DNSSEC In this article, then, we\\'ll take a look at the
details of the following preliminary steps you can take to help secure your Windows DNS infrastructure:

Decide who can resolve Internet host names

Don\\'t co-locate internal and external zones

Lock down the DNS cache

Enable recursion only where needed

Restrict DNS servers to listen on specific addresses
Consider using a private root hints file

Randomize your DNS source ports

Be aware of the Global Query Block List
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Limit zone transfers

Take advantage of Active Directory integrated zone security ..

Take advantage of Active Directory integrated zone security Active Directory integrated zones enable you to secure the
registration of resource records when dynamic name registration is enabled. Members of the Active Directory domain

can

register their resource records dynamically while non-domain members will be unable to register their names. You can
also use discretionary access control lists (DACLS) to control which computers are able to register or change their

addressing information.

The figure below shows how you configure secure dynamic updates.

corp.ocontoso.com Properties il_!ﬂ

WINS | Zone Transfers | Security
Geners |  Statof Auhoriy (SOA) | Name Servers

Status: Running
Type: Active Directony-intearated

Replication: Al DNS servers in this-domain

0K | Cancel Emply

http://www.tutorialspoint.com/shorttutorials/configuring-dns-server-for-secure-only-dynamic-updates/ Configuring DNS
Server for Secure Only Dynamic Updates

QUESTION 3

Your network contains a server named Serverl that runs Windows Server 2008 R2. You create an Active Directory
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Lightweight Directory Services (AD LDS) instance on Serverl. You need to create an additional AD LDS application
directory partition in the existing instance.

Which tool should you use?

A. Adaminstall

B. Dsadd

C. Dsmod

D. Ldp

Correct Answer: D

http://technet.microsoft.com/en-us/library/cc755251.aspx Create an Application Directory Partition

You use Ldp.exe to add a new application directory partition to an existing instance of Active Directory Lightweight
Directory Services (AD LDS).

QUESTION 4

Your network contains an Active Directory forest named contoso.com. The forest contains two sites named Seattle and
Montreal. The Seattle site contains two domain controllers. The domain controllers are configured as shown in the
following table.

Name Configuration
DC1 DNS servep®
DC2 DHCF sefver and file server

The Montreal site contains a domain controller named DC3. DC3 is the only global catalog server in the forest.
You need to configure DC2 as a global catalog server.
Which object\\'s properties should you modify? To answer, select the appropriate object in the answer area.

Point and Shoot:
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=10l %]
File Acton View Help
ot A2 [0A R SEECHERY ? HoulP™
a Active Directory Sites and Services [DC 1.contoso.com] | Name (@i | Type |
B[ Sites _(Barvers Servers Container
_| Subnets NTDS Site Settings Site Settings

= 77 Inter-Site Transports

=10l %]
File Action WView Help
e | "M as Bml 3
(@i Active Directory Sites and Services [DC1.contoso.com] | Name (2o | Type |
EI[ T Sites | _(Barvers Servers Container
| Subnets i NTDS Site Settings Site Settings

| Inter-Site Transparts |

http://technet.microsoft.com/en-us/library/cc794934.aspx To designate a domain controller to be a global catalog server
1. Click Start, point to Administrative Tools, and then click Active Directory Sites and Services.

2. In the console tree, expand the Sites container, and then expand the site in which you are designating a global
catalog server.

3. Expand the Servers container, and then expand the Server object for the domain controller that you want to designate
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as a global catalog server.
4. Right-click the NTDS Settings object for the target server, and then click Properties.

5. Select the Global Catalog check box, and then click OK.

QUESTION 5

Your network contains an Active Directory domain named contoso.com. Contoso.com contains two domain controllers
named DC1 and DC2. DC1 and DC2 are configured as DNS servers and host the Active Directoryintegrated zone for
contoso.com.

From DNS Manager on DC1, you enable scavenging for the contoso.com zone.

You discover stale DNS records in the zone.

You need to ensure that the stale DNS records are deleted from contoso.com.

What should you do?

A. From DNS Manager, enable scavenging on DCL1.

B. From DNS Manager, reload the zone.

C. Run dnscmd.exe and specify the ageallrecords parameter.

D. Run dnscmd.exe and specify the startscavenging parameter.

Correct Answer: A

According to Technet the answer should be A ("From DNS Manager, enable scavenging on DC1"). Scavenging has
been enabled for the zone, but it also needs te be enabled on the server.

Reference: http://technet.microsoft.com/en-us/library/cc771677.aspx Prerequisites for aging and scavenging

Before you can use the aging and scavenging features of DNS, several conditions must be met: Scavenging and aging
must be enabled, both at the DNS server and on the zone.
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