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QUESTION 1

You are designing an ASP.NET Web application that will be accessed by local intranet users. The Web application will
store temporary data files locally. The Web server is running IS 7.5. You have the following requirements:

Temporary data file ownership must be set to the user account.

Temporary data files stored locally must be accessible only to the authenticated user.
You need to recommend an approach for securing the temporary data files.

Which two actions should you recommend? (Each correct answer presents part of the solution. Choose two.)
A

Set the default role provider to the WindowsTokenRoleProvider class.

B.

Enable Windows authentication.

C.

Set the Load User Profile setting to True in the application pool configuration.

D.

Enable ASP.NET impersonation.

Correct Answer: AB

QUESTION 2

You are designing an ASP.NET Web application.

You are implementing the ASP.NET membership and profile providers to do the following:
Support retrieval of user passwords within the ASP.NET Web application

Access profile data that is stored in two or more Microsoft SQL Server tables

You need to ensure that the Web application is properly configured to interact with the providers.
Which approach should you recommend?

A

Use encrypted passwords, and develop a custom profile provider.

B.
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Use encrypted passwords and the built-in SqglProfileProvider.
C.

Use hashed passwords, and develop a custom profile provider.
D.

Use hashed passwords and the built-in SqlProlileProvider.

Correct Answer: A

QUESTION 3

You are designing an ASP.NET 4 Web application that will integrate third-party components. You need to minimize the
security risks of using these components. Which approach should you recommend?

A. Apply role-based security with declarative checks.

B. Store the components in the global assembly cache.

C. Use the third-party components on a separate server.

D. Use an appropriately permitted AppDomain for each component.

Correct Answer: D

QUESTION 4

You are designing an ASP.NET Web Forms application that uses a database containing user names and hashed
passwords for authentication.

The Web application includes a login form in which users type their user names and passwords.

You need to design a strategy to ensure that the user\\'s login credentials cannot be stolen through a man- in-the-middle
attack.

Which approach should you recommend?
A. Install a certificate on the Web server, and force the login form to use SSL.
B. Write an on Submit JavaScript handler that hashes the password before the password is submitted to the server.

C. Write an On Click method for the Submit button that hashes the password before the password is compared with the
password value that is stored in the database.

D. Write an on Submit JavaScript handler that URL-encodes the password before the password is passed to the server.

Correct Answer: A
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QUESTION 5

You are designing an ASP.NET Web application that will be accessed by local intranet users. The Web application will
store temporary data files locally. The Web server is running 1IS 7.5. You have the following requirements:

Temporary data file ownership must be set to the user account.

Temporary data files stored locally must be accessible only to the authenticated user.
You need to recommend an approach for securing the temporary data files.

Which two actions should you recommend? (Each correct answer presents part of the solution. Choose two.)
A

Enable ASP.NET impersonation.

B.

Set the Load User Profile setting to True in the application pool configuration.

C.

Enable Windows authentication.

D.

Set the default role provider to the WindowsTokenRoleProvider class.

Correct Answer: CD
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