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QUESTION 1

You have a server named Serverl that runs Windows Server 2012 R2. Serverl has the Remote Access server role
installed. On Serverl, you create a network policy named Policyl.

You need to configure Policyl to ensure that users are added to a VLAN.

Which attributes should you add to Policyl?

A. Tunnel-Tag, Tunnel-Password, Tunnel-Medium-Type, and Tunnel-Preference

B. Tunnel-Tag, Tunnel-Server-Auth-ID, Tunnel-Preference, and Tunnel-Pvt-Group-ID
C. Tunnel-Type, Tunnel-Tag, Tunnel-Medium-Type, and Tunnel-Pvt-Group-ID

D. Tunnel-Type, Tunnel-Password, Tunnel-Server-Auth-1D, and Tunnel-Pvt-Group-1D
Correct Answer: C

VLAN attributes used in network policy When you use network hardware, such as routers, switches, and access
controllers that support virtual local area networks (VLANS), you can configure Network Policy Server (NPS) network
policy to instruct the access servers to place members of Active Directory?groups on VLANSs. Before configuring
network policy in NPS for VLANS, create groups of users in Active Directory Domain Services (AD DS) that you want to
assign to specific VLANs. Then when you run the New Network Policy wizard, add the Active Directory group as a
condition of the network policy. You can create a separate network policy for each group that you want to assign to a
VLAN. For more information, see Create a Group for a Network Policy. When you configure network policy for use with
VLANSs, you must configure the RADIUS standard attributes Tunnel-Medium-Type, Tunnel-Pvt-Group-ID, and Tunnel-
Type. Some hardware vendors also require the use of the RADIUS standard attribute Tunnel-Tag. To configure these
attributes in a network policy, use the New Network Policy wizard to create a network policy. You can add the attributes
to the network policy settings while running the wizard or after you have successfully created a policy with the wizard.
Tunnel-Medium-Type. Select a value appropriate to the previous selections you made while running the New Network
Policy wizard. For example, if the network policy you are configuring is a wireless policy, in Attribute Value, select 802
(Includes all 802 media plus Ethernet canonical format). Tunnel-Pvt-Group-ID. Enter the integer that represents the
VLAN number to which group members will be assigned. For example, if you want to create a Sales VLAN for your
sales team by assigning team members to VLAN 4, type the number 4. Tunnel-Type. Select the value Virtual LANs
(VLAN). Tunnel-Tag. Some hardware devices do not require this attribute. If your hardware device requires this
attribute, obtain this value from your hardware documentation.

QUESTION 2
Your network contains a RADIUS server named Serverl.

You install a new server named Server2 that runs Windows Server 2012 R2 and has Network Policy Server (NPS)
installed.

You need to ensure that all accounting requests for Server2 are forwarded to Serverl.
On Server2, you configure a Connection Request Policy.
What else should you configure on Server2?

To answer, select the appropriate node in the answer area.
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QUESTION 3

Your network contains an Active Directory domain named contoso.com. Domain controllers run either Windows Server
2008 R2 Service Pack 1 (SP1) or Windows Server 2012 R2.

You have a Password Settings object (PSOs) named PSO1.

You need to view the settings of PSO1.
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Which tool should you use?

A. Local Security Policy

B. Get-ADFineGrainedPasswordPolicy

C. Get-ADDomainControllerPasswordReplicationPolicy
D. Server Manager

Correct Answer: B

References: https://docs.microsoft.com/en-us/powershell/module/addsadministration/get-
adfinegrainedpasswordpolicy?view=win10-ps

QUESTION 4

Your network contains an Active Directory domain named contoso.com. All users have client computers that run
Windows 8.1.

All computer accounts reside in an organizational unit (OU) named OUL. All of the computer accounts for the marketing
department are members of a group named Marketing. All of the computer accounts for the human resources
department

are members of a group named HR Computers.

You create a Group Policy object (GPO) named GPOL1. You link GPO1 to OUL. You configure the Group Policy
preferences of GPOL1 to add two shortcuts named Link1 and Link2 to the desktop.

You need to ensure that Link1 only appears on the desktop of client computers that have more than 80 GB of free disk
space and that Link2 only appears on the desktop of client computers that have less than 80 GB of free disk space.

What should you configure?
A. WMI Filtering

B. Group Policy Inheritance
C. ltem-level targeting

D. Security Filtering

Correct Answer: C

References: https://technet.microsoft.com/en-us/library/dn789189(v=ws.11).aspx

QUESTION 5

Your network contains an Active Directory domain named contoso.com. The domain contains an organizational unit
(OU) named IT and an OU named Sales.

All of the help desk user accounts are located in the IT OU. All of the sales user accounts are located in the Sales OU.
The Sales OU contains a global security group named G_Sales. The IT OU contains a global security group named
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G_HelpDesk.

You need to ensure that members of G_HelpDesk can perform the following tasks:

Reset the passwords of the sales users.

Force the sales users to change their password at their next logon.

What should you do?

A. Run the Set-ADAccountPasswordcmdlet and specify the -identity parameter.

B. Right-click the Sales OU and select Delegate Control.

C. Right-click the IT OU and select Delegate Control.

D. Run the Set-ADFineGrainedPasswordPolicycmdlet and specify the -identity parameter.
Correct Answer: B

G_HelpDesk members need to be allowed to delegate control on the Sales OU as it contains the sales users (G_Sales)
You can use the Delegation of Control Wizard to delegate the Reset Password permission to the delegated user.

Delegation of Control Wizard -
Tasks to Delegate ﬁ
You can select common tasks or customize your own. p “Il X
©°

(®) Delegate the following common tasks: (‘\?J':l

[] Create, delete, and manage user accounts . .’.’;-;,.‘?:{2- -~

Reset user passwords and force passwurd@ at nest logon

[ ] Read all user information AN =

\'H" o
[] Create. delete and manage gro bS5
[ ] Modify the membership of a grolg™>

[ ] Manage Group Palicy link &
[] Generate Resultant Set'dfEPplicy (Planning) ; i
<| Aoy E
() Create a custo {6 delegate
| <Back || Ned> | | Cancel | | Hep

References: http: //support. microsoft. com/kb/296999/en-us http: //support. microsoft. com/kb/296999/en-us http:
[ltechnet. microsoft. com/en-us/library/cc732524. aspx
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