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QUESTION 1

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2012 R2.
An organizational unit (OU) named ResearchServers contains the computer accounts of all research servers.

All domain users are configured to have a minimum password length of eight characters.

You need to ensure that the minimum password length of the local user accounts on the research servers in the
ResearchServers OU is 10 characters.

What should you do?
A. Configure a local Group Policy object (GPO) on each research server.
B. Create and link a Group Policy object (GPO) to the ResearchServers OU.

C. Create a universal group that contains the research servers. Create a Password Settings object (PSO) and assign
the PSO to the group.

D. Create a global group that contains the research servers. Create a Password Settings object (PSO) and assign the
PSO to the group.

Correct Answer: B

For a domain, and you are on a member server or a workstation that is joined to the domain
1.

Open Microsoft Management Console (MMC).

2.

On the File menu, click Add/Remove Snap-in, and then click Add.
3.

Click Group Policy Object Editor, and then click Add.

4.

In Select Group Policy Object, click Browse.

5.

In Browse for a Group Policy Object, select a Group Policy object (GPO) in the appropriate domain, site, or
organizational unit--or create a new one, click OK, and then click Finish.

6.
Click Close, and then click OK.
7.

In the console tree, click Password Policy.
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Where?

Group Policy Object [computer name] Policy/Computer Configuration/Windows Settings/Security Settings/Account
Policies/Password Policy

8.

In the details pane, right-click the policy setting that you want, and then click Properties.

9.

If you are defining this policy setting for the first time, select the Define this policy setting check box.
10.

Select the options that you want, and then click OK.

QUESTION 2

Your network contains an Active Directory domain named contoso.com. The domain contains a Web server named
www.contoso.com. The Web server is available on the Internet.

You implement DirectAccess by using the default configuration.

You need to ensure that users never attempt to connect to www.contoso.com by using DirectAccess. The solution must
not prevent the users from using DirectAccess to access other resources in contoso.com.

Which settings should you configure in a Group Policy object (GPO)?

A. DirectAccess Client Experience Settings

B. DNS Client

C. Name Resolution Policy

D. Network Connections

Correct Answer: C

For DirectAccess, the NRPT must be configured with the namespaces of your intranet with a leading dot (for example,
internal.contoso.com or . corp.contoso.com). For a DirectAccess client, any name request that matches one of these
namespaces will be sent to the specified intranet Domain Name System (DNS) servers. Include all intranet DNS
namespaces that you want DirectAccess client computers to access. There are no command line methods for
configuring NRPT rules. You must use Group Policy settings. To configure the NRPT through Group Policy, use the
Group Policy add-in at Computer Configuration \Policies\Windows Settings\Name Resolution Policy in the Group Policy

object for DirectAccess clients. You can create a new NRPT rule and edit or delete existing rules. For more information,
see Configure the NRPT with Group Policy.

QUESTION 3

You have a failover cluster that contains five nodes. All of the nodes run Windows Server 2012 R2. All of the nodes
have BitLocker Drive Encryption (BitLocker) enabled.
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You enable BitLocker on a Cluster Shared Volume (CSV).

You need to ensure that all of the cluster nodes can access the CSV.

Which cmdlet should you run next?

A. Unblock-Tpm

B. Add-BitLockerKeyProtector

C. Remove-BitLockerKeyProtector

D. Enable BitLockerAutoUnlock

Correct Answer: B

4. Add an Active Directory Security Identifier (SID) to the CSV disk using the Cluster Name Object (CNO) The Active
Directory protector is a domain security identifier (SID) based protector for protecting clustered volumes held within the
Active Directory infrastructure. It can be bound to a user account, machine account or group. When an unlock request is
made for a protected volume, the BitLocker service interrupts the request and uses the BitLocker protect/unprotect APIs
to unlock or deny the request. For the cluster service to selfmanage BitLocker enabled disk volumes, an administrator
must add the Cluster Name Object (CNO), which is the Active Directory identity associated with the Cluster Network

name, as a BitLocker protector to the target disk volumes. Add-BitLockerKeyProtector - ADAccountOrGroupProtector
?ADAccountOrGroup $cno

QUESTION 4

Your network contains an Active Directory domain named contoso.com. The domain contains three servers. The
servers are configured as shown in the following table.

Server name Role
Serverl IDirect agtess and VPN
Serverl |Fi I‘t_agﬁ:—:'rﬁ.rer
Server3 |Hyper-v

You need to ensure that end-to-end encryption is used between clients and Server2 when the clients connect to the
network by using DirectAccess.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)
A. From the Remote Access Management Console, reload the configuration.

B. Add Server2 to a security group in Active Directory.

C. Restart the IPSec Policy Agent service on Server2.

D. From the Remote Access Management Console, modify the Infrastructure Servers settings.

E. From the Remote Access Management Console, modify the Application Servers settings.

Correct Answer: BE

Unsure about these answers: A public key infrastructure must be deployed. Windows Firewall must be enabled on all
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profiles. ISATAP in the corporate network is not supported. If you are using ISATAP, you should remove it and use
native IPv6. Computers that are running the following operating systems are supported as DirectAccess clients:
Windows Server?2012 R2 Windows 8.1 Enterprise Windows Server?2012 Windows 8 Enterprise Windows Server?2008
R2 Windows 7 Ultimate Windows 7 Enterprise Force tunnel configuration is not supported with KerbProxy
authentication. Changing policies by using a feature other than the DirectAccess management console or Windows
PowerShell cmdlets is not supported. Separating NAT64/DNS64 and IPHTTPS server roles on another server is not
supported.

QUESTION 5

Your network contains an Active Directory domain named contoso.com. All domain controllers run Windows Server
2012 R2.

The domain contains 200 Group Policy objects (GPOs).

An administrator named Adminl must be able to add new WMI filters from the Group Policy Management Console
(GPMC).

You need to delegate the required permissions to Adminl. The solution must minimize the number of permissions
assigned to Adminl.

What should you do?

A. From Active Directory Users and Computers, add Adminl to the WinRMRemoteWMIUsers__group.
B. From Group Policy Management, assign Creator Owner to Adminl for the WMI Filters container.

C. From Active Directory Users and Computers, add Adminl to the Domain Admins group.

D. From Group Policy Management, assign Full control to Adminl for the WMI Filters container.
Correct Answer: D

Users with Full control permissions can create and control all WMI filters in the domain, including WMI filters created by
others. Users with Creator owner permissions can create WMI filters, but can only control WMI filters that they create.

Reference: http://technet.microsoft.com/en-us/library/cc757429(v=ws.10).aspx
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