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QUESTION 1
Your network contains an Active Directory named contoso.com.
You have users named Userl and user2.

The Network Access Permission for Userl is set to Control access through NPS Network Policy. The Network Access
Permission for User2 is set to Allow access.

A policy named Policyl is shown in the Policyl exhibit. (Click the Exhibit button.)

()5 3

File Action View Help

— " Network policies allow you to designate wha iz authonized to connect to the network: and the circumstances

— | under which they can or cannet connect.
&

Pobcy Name  Status  Processing Order  Access Type o 2
4 Policy Enabled 1 Grant Access '

Palley2 Emabled 2 Deny Access
7} Palicy3 Enabled 3

Candttions - ¥ the following conditions ane met;

Caondtion Value
User Groups

MS-CHAF v1 0R MSCHAP w1 (User can change password after it has e ..
Grant Access
True

Adow full network accesa
PPP

A policy named Policy2 is shown in the Policy2 exhibit. (Click the Exhibit button.)
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File Action View Help

Hﬁmkmﬂmﬂuwwuhdtmﬂnﬂwhmhmdmmmﬂundmﬁuﬁmemm
under which they can or cannot connect. .

Pobcy Name Status  Processing Order Access Type
) Policy1 Grant Access

3 Palicy2 Dery Access
I Policy3

are applied:

MS-CHAP w1 0OR M5CHAP v1 {User can chanoge password after it has ex
Dery Access

Allow full network access
PEP

A policy named Policy3 is shown in the Policy3 exhibit. (Click the Exhibit button.)
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File Action View Help

Hmkpnhﬂﬂwmmmmhmmdmmmhnmklﬂﬂndmmm
= under which they can or cannot connect.

Pobcy Name Status  Processing Order  Access Type

i} Policy1 Enabled 1 Grart Access
Pallcy2 Erabled 2

g Palicy3 Enabled 3

Condttions - I the following conditions ane met:

Candition Value
User Groups CONTOSOWDomain Users

MS5-CHAP w1 0OR MSCHAP w1 {User can change password afterit has e
Grant Access
True

Allow full network access
PPP

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point.

Hot Area:
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Yes Mo

Userl will be able to establish a VPN ({5_’ C &
connection on Thursday. &@

_—
l.f" Y
Userl will be able to establish ,E - (s
o

connection on Friday.

A
g°
User2 will be able to asﬁ&ﬁ a VPN C C
connection on Friday.
Correct Answer:
Yes No
{5
o
: : o
Userl will be abla to establish a WPN ({\_" e C
connection on Thursday. &@

_—
l.f" Y
Userl will be able to establish ,E - ¢
o

connection on Friday. 4
ahn®

User2 will be able to asﬁ&ﬁ a VPN ¢ 0
connection on Friday.

QUESTION 2

Your network contains an Active Directory domain named contoso.com. The domain contains the users shown in the
following table.
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User name Member of
Userl Groupl
User2 Group2
User3d Group3

S

o

You have a Metwark Policy Server (NPS) aerverthm@e netwark policies shown in the following table.
O

Policy name Condition a@t&“ Processing order
Policy1 Date and time res.wj 2
Sunday 00:00 to ay 24:00
Policy2 CONTOSO\Grougd> 1
Policy3 CONTOSO\Group2 or CONTOSO |3
\Group3

You have a Network Policy Server (NPS) server that has the network policies shown in the following table.

Userl, User2, and User3 plan to connect to the network by using a VPN. You need to identify which network policy will

apply to each user.

What should you identify?

To answer, select the appropriate policy for each user in the answer area.

Hot Area:

Answer Area

Userl: | :j
Paolicyl
Falicy2
Policy2 @
User2: | ﬁ j

IFolicy 1

& [Policy2

= Policy3
User3: :]

Policyl

Policy2

Folicy=

Correct Answer:
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Answer Area

Userl: j

Policyl
Folicyz
Policy3 ._3;5-5@
sarz: : = -
U ;:!ll-'@: J
2, licyl
_ ;.;":"P Folicy2
- Folicy3
User3: j
Policy1
Policy2
Folicy=
QUESTION 3

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl
that runs Windows Server 2012 P.2. Serverl has the Network Policy and Access Services server role installed.

Your company\\'s security policy requires that certificate-based authentication must be used by some network services.
You need to identify which Network Policy Server (NPS) authentication methods comply with the security policy.

Which two authentication methods should you identify? (Each correct answer presents part of the solution. Choose
two.)

A. MS-CHAP

B. PEAP-MS-CHAP v2

C. Chap

D. EAP-TLS

E. MS-CHAP v2

Correct Answer: BD

PEAP is similar in design to EAP-TTLS, requiring only a server-side PKI certificate to create a secure TLS tunnel to
protect user authentication, and uses server-side public key certificates to authenticate the server. When you use EAP

with a strong EAP type, such as TLS with smart cards or TLS with certificates, both the client and the server use
certificates to verify their identities to each other.

QUESTION 4
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You have a server named Serverl that is a number of a domain named contoso.com. You view the properties of a
service on Serverl as shown in the graphic.

Use the drop-down menus to select the answer choice that completes each statement.

NOTE: Each correct selection is worth one point.

Hot Area:
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&
Service1 is configured to use S |¥
[answere choicel. ;@.éa’locai user account
& <\§> a Managed Service Account
?\b a virtual account
When accessing network @:Zif =
recources, Servicel wi the the computer account
identity of [answer ) cel. a domain user account
<&° the Local System account
= a local user account
Correct Answer:
Answer Area 2
>
Service1 is configured to use o |v
[answere choice]. Hf{@&a’Iuca[ user account
p <\\§§\> a Managed Service Account
raggf a virtual account
,z B3

When accessing network

recources, Service1 wi }e th
identity of [answer chwoice].
X\

References:

e

| v

the computer account

a domain user account
the Local System account
a local user account

https://msdn.microsoft.com/en-us/library/ms677272(v=vs.85).aspx https://msdn.microsoft.com/en-

us/library/ms675915(v=vs.85).aspx

Virtual accounts are "managed local accounts" that provide the following features to simplify service administration:

-No password management is required.

-The ability to access the network with a computer identity in a domain environment.

Virtual accounts require very little management. They cannot be created or deleted, nor do they require any password

management.

You must be a member of the Administrators group on the local computer to perform the following procedures. To

configure a service to use a virtual account:
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-Click Start, point to Administrative Tools, and then click Services.

-In the details pane, right-click the service that you want to configure, and then click Properties.

-Click the Log On tab, click This account, and then type NT SERVICE\ServiceName. When you are finished, click OK.
-Restart the service for the change to take effect.

https://technet.microsoft.com/en-us/library/dd548356%20(v=WS.10).aspx

QUESTION 5

Your network contains an Active Directory domain named adatum.com. The domain has a certification authority (CA)
named CAL.

All servers run Windows Server 2012 R2 .All client computers run Windows 10.

You need to add a data recovery agent for the encrypting File System (EFS) to the domain.
What should you do?

A. From the Default Domain policy, select Create Data Recovery Agent.

B. From the Default Domain controller policy, select Add Data Recovery Agent.

C. From the default Domain controller policy, select Add Data recovery Agent.

D. From the Default Domain policy, select Add Data Recovery Agent.

Correct Answer: D
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